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| San Francisco Municipal Transport Agency attacked by hackers who
- locked up computers and data with 100 bitcoin demand

MUNI stations displayed:

g "You Hacked, ALL Data Encrypted.

. Contact For
Key(cryptom27@yandex.com)ID:681

RISV | g Enter."

1 Bitcoin equals

. ENERTS = = B == § = 12,017.20 United » = w v s e 0
Viaanannn) “ = A ’ R
|} MUNI CUSTOMERALERT B = rou tlackes JALL Bats Excrypted [Eontact Tor Keytcriiptonz7eyandax. con) 1B ‘601 , Enter v ki " e

A S States Dollar

Last Train e . SES -

f‘ Inbound - 7 = s : '::. e - il Sep 1, 6:14 PM UTC - Disclaimer 12,000
: s - 11,500 e
12:45 A.M. - 3 R S 1 Bitcoin v RI

| wwrmmmss—sme
h 12 8445 A.M. 4

| Ultimo tren “Inbound” hacia
A el centro: 12:45 A.M.

12017.20 United States Dolla™

Data provided by Morningstar for Currency and Coinbase for Cryptocurrency



No, we didn’t pay the
ransom and we lost our data
Yes, we paid the ransom
and recovered our data

Yes, we paid the ransom, but
lost our data

No, we didn’t pay the ransom,
but we recovered our data



https://www.bleepingcomputer.com/news/security/only-half-of-those-who-paid-a-ransomware-were-able-to-recover-their-data/

DConsumar products for = Internally embedded

health monitoring: _= B medical devices:
These devices --such [ Pacemakers and
as FitBit, Nike FuelBand, \@, “\ ) other medical
or Withings — generally N@&, | devices are (ol

communicate using = - implanted

BlueTooth to N in the patient but communicate

nearby personal o =20 wirelessly, either with proprietary
i\ wireless protocols or Bluetooth,

Wearable, external Dsm‘l’llonﬂ 7
medical de

medical devices: vices:

This category ‘ These devices, suchas %
includes portable hospital-based chemotherapy
insulin pumps which - dispensing stations or homecare
often use proprietary S cardio-monitoring for bed-ridden
wireless protocols APy patients, often use more traditional
to communicate. W / B B vireless networks, such as WiFi
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Cross-Site Request Forgeries: Exploitation and Prevention

William Zeller* and Edward W. Felten*f

*Department of Computer Science
*Center for Information Technology Policy
"Woodrow Wilson School of Public and International Affairs
Princeton University

{wzeller, felten}@cs.princeton.edu

Revision 10/15/2008: Noted that the New York Times 1 Introduction
has fixed the vulnerability described below. Also clarified

that our server-side CSRF protection recommendations do  Cross-Site Request Forgery! (CSRF) attacks occur when a

PPl Robust Defenses for Cross-Site Request Forgery - Stanford Security Lab

https://seclab.stanford.edu/websec/csrf/csrf.pdf v
by A Barth - 2008 - Cited by 456 - Related articles

Collin Jackson. Stanford ... Cross-Site Request Forgery (CSRF) is a widely exploited web site ... the
header can be used today as a reliable CSRF defense.







S\\ Stackoverﬂow Questions  Developer Jobs Tags  Users Search...

Turn off CSRF token in rails 3

More jobs || 2 sackoverfiow
|

means more choice [/l | Getstarted

i have a rails app that serves some apis to an iphone application. | want to be able to simply post
on a resource without minding on get the correct csrf token. | tried some method that | see here in
stackoverflow but it seems they no longer work on rails 3. Thank you for helping me.

ruby-on-rails-3  csrf




o | “Addingcsrf().disable() solved the issue!!! | have

| no idea why it was enabled by default”

T T T T T T T T L L // Create a trust manager that does not validate certificate chains

TrustManager[] trustAllCerts = new TrustManager []{

new X509TrustManager () {

public java.securi :

getAcgoPltedlssuers () {return null%

public yoid checkClientTrusted (...) {}

public v®&g checkServerTrusted (...) {}

// Install the all-trusting
try {

SSLContext sc = SSLContext. getInstance ("SSL");

sc.init(null, trustAllCerts, new java.security.

SecureRandom () ) ; S

HttpsURLConnection. setDefaultSSLSocketFactory (sc S

.getSocketFactory () ); S

} catch (Exception e) {}

| “adding -Dtrust_all_cert=true
- to VM arguments”

ertificate []

“I want my client to
| accept any certificate

| (because I'm only ever
| pointing to one server)”




= Influencers - how much influence does StackOverflow have?
Insecure Posts Total Views No.of | MinViews Max Views Average
o Posts .
~ Disabling CSRF 39,863 5 261 28,183 7,258
B Protection™
| TrustAll Certs 491,567 9 95 391,464 58594
~ Obsolete Hash 91,492 3 1,897 86,070 30,497

o Total Views 622,922 17 - - - o







The R Register’

Biting the hand that feeds IT

TER  SOFTWARE  SECURITY TRANSFORMATION DEVOPS BUSINESS PERSONAL TECH

e e e L L L e e e e e e e Security e e e e L e e e e e

S Java Security plagued by Crappy dOCS, i

-~ complex APIs, bad advice

o Boffins bash stale Stack Overflow fixes and lazy

e developers



CRYPTOGUARD DEPLOYMENT & IMPACT

ORACLE: Parfait (an internal Oracle proo!uct) uses
our approach to scan production code

o L

Nominated for NSA Science of
Security Paper Competition

Maven
MGradle

[Rahaman et al. ACM CCS 2019]
CryptoGuard and Benchmark on GitHub




COMMUNICATIONS

ACM —

HOME | CURRENT ISSUE NEWS BLOGS | OPINION | RESEARCH PRACTICE :::::

Home { News [ A Tool for Hardening Java Crypto / Full Text

ACM NEWS

A Tool for Hardening Java Crypto

By R. Colin Johnson
July 23, 2020
Comments

VEwWAS: E [ [SHARE = & @ E € B

Identifying cryptographic vulnerabilities in today's million-line
programs has become a critical endeavor. Because of the
increasing sophistication of cybercriminals, programmers can no
longer afford to test for vulnerabilities using only traditional
debugging techniques, followed by releasing software, collecting
bug reports and patching.

The new frontier being pursued by government, industry, and
academia are automated tools that are capable of culling
vulnerabilities before releasing source code into the wild. When
run on existing software, such as the open-source Apache
programs managing the world's servers, these tools also are
finding a surprising number of vulnerabilities in software that is
decades old.

Researchers at the Virginia Polytechnic
Institute and State University (Virginia Tech) Most open-source automated vulnerability checkers are still

say the vulnerability checking software they
developed is mature, and nearing deployment.

finding their way, but a team of researchers at the Virginia
Polytechnic Institute and State University (Virginia Tech) claim
Credit: Wikimedia Commons to have vulnerability-checking software that is mature, and
approaching deployment. Called CryvptoGuard, the software
automatically identifies cryptographic vulnerabilities in Java (and soon Python) source code. Funded by the
U.S. Navy's Office of Naval Research (ONR) and the National Science Foundation (NSF), CryptoGuard is

Comm. Of ACM article on CryptoGuard: https://cacm.acm.org/news/246385-a-tool-for-hardening-java-crypto/fulltext




~ (In)secure crypto coding
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String url = "http://insects.myspecies.info/"; String url = "https://www.google.com";
System.out.println(new URL(url)); System.out.println(new URL(url));




Insecure

String url = "lhttp:}//insects.myspecies.info/";

System.out.println(new URL(url));

String url =

“https

Secure

: / /www . google.com”;

System.out.println(new URL(url));






Random randomGenerator = new Random();

SecureRandom random = new SecureRandom();

int x = randomGenerator.nextInt(); int x = random.nextInt();




Insecure Secure

Random |randomGenerator = new Random();

SecureRandom|random = new SecureRandom();

int x = randomGenerator.nextInt(); int x = random.nextInt();
" 3







MessageDigest md = MessageDigest.getInstance("Mp5");| MessageDigest md = MessageDigest.getInstance("SHA-256");

md.update(name.getBytes()); md.update(name.getBytes());

System.out.println(md.digest()); System.out.println(md.digest());




Insecure

MessageDigest md = MessageDigest.getInstance(

md . update(name.getBytes());
System.out.println(md.digest());

"MD5 FI: .

Secure

MessageDigest md = MessageDigest.getInstance(
md.update(name.getBytes());
System.out.println(md.digest());

SHA-256(

)3






Cipher cipher = Cipher.getInstance("DES/ECB/PKCS5Padding™); Cipher cipher = Cipher.getInstance("AES/CBC/PKCS5Padding”);
cipher.init(Cipher.ENCRYPT MODE, key); cipher.init(Cipher.ENCRYPT_MODE, key);




Insecure

Cipher cipher = Eipher+get1nstance(1DESIECB
cipher.init(Cipher.ENCRYPT _MODE, key);

{PKCS5Padding™);

Secure

Cipher cipher = Cipher.getInstance(’

AES/CBC

/PKCS5Padding™);

cipher.init(Cipher.ENCRYPT _MODE, key);







String defaultKey = "SecDev2020";

byte[] keyBytes = defaultKey.getBytes();

keyBytes = Arrays.copyOf(keyBytes,16);

SecretKeySpec keySpec = new SecretKeySpec(keyBytes, "AES");

SecureRandom random = new SecureRandom();

String defaultkKey = String.valueOf(random.ints());

byte[] keyBytes = defaultKey.getBytes();

keyBytes = Arrays.copyOf(keyBytes,16);

SecretKeySpec keySpec = new SecretKeySpec(keyBytes, "AES");




Insecure

String defaultKey = '"|SecDev2020[";

2

byte[] keyBytes = defaultKey.getBytes();
keyBytes = Arrays.copyOf(keyBytes,16);

SecretKeySpec keySpec = new SecretKeySpec(

keyBytes

Secure

SecureRandom|random = new SecureRandom();

String defaultkKey = String.valueOf(random.ints());
byte[] keyBytes = defaultKey.getBytes();
keyBytes = Arrays.copyOf(keyBytes,16);

SecretKeySpec keySpec = new SecretKeySpec(keyBytes), "AES");
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S URL url = new URL("https://our.example.com"); »
~ 2 HttpsURLConnection conn = (HttpsURLConnection) url.openConnection();

ﬁfg InputStream in = conn.getInputStream();




A TrustManager ———————— HosthameVerifier ————— R







. oe

public class SecDevTM implements X509TrustManager {
@0verride
public void checkClientTrusted{X509Certificate[] chain, String authType)
throws CertificateException {
//validate certificate chain from the client

}
@0verride
public void checkServerTrusted{X509Certificatel[] chain, String authType)
) throws CertificateException {
//validate certificate chain from the server

+

@0verride

public X509Certificate[] getAcceptedIssuers() {
//obtain trust anchor
return null;




public class SecDevTM implements X509TrustManager {

e 1

P @0verride

fff;f 3 public void checkClientTrusted(X509Certificate[] chain, String authType)
ff;ff 4 throws CertificateException {

ff;;f 5 //validate certificate chain from the client

LI g + P .

o QOverride no verification happens!
e public void checkServerTrusted(X509Certificate[] chain, String authType)
ks throws CertificateException {

R T //validate certificate chain from the server

o }

T @0verride

S public X509Certificate[] getAcceptedIssuers() {

14

//obtain trust anchor s
return null; It is insecure for domg nothing in the certificate val:dat:oni;



public class SecDevTM implements X509TrustManager { SR

2 private X509TrustManager defaultTM; S

, o

4 @0verride Ehe

5 public void checkServerTrusted(X509Certificate[] chain, String authType) f;;

6 throws CertificateException { Sha

: Toy o

8 defaultTM.checkServerTrusted(chain, authType); Sha

0 } i
ffélo catch(CertificateException e){ ;EE
Log.w("checkServerTrusted",e.toString()); o




o public class SecDevTM implements X509TrustManager { SR

2 private X509TrustManager defaultTM; S
, o
4 @0verride Ehe
5 public void checkServerTrusted(X509Certificate[] chain, String authType) f;;
6 throws CertificateException { Sha
: tryd -
8 defaultTM.checkServerTrusted(chain, authType) ; Sha
) } no exception will be threw out!
10 catch(CertificateException e){ Sha

Log.w("checkServerTrusted",e.toString())|; e




public class SecDevIM implements X509TrustManager {
private X509TrustManager defaultTM;

@0verride

public void checkServerTrusted(X509Certificatel[] chain, String authType)
throws CertificateException {
if ((chain '= null) && (chain.length == 1)) {
chain[0] .checkValidity();
+ else {
defaultTM.checkServerTrusted(chain, authType);




public class SecDevIM implements X509TrustManager {
private X509TrustManager defaultTM;

eOverride Bypassing certificate validation
public void checkServerTrusted(X509Certificatel[] chain, String authType)
throws CertificateException { checkValidity only
if ((chain !'= null) && (chain.length == 1))|{ checks whether
chain[0] .checkValidity(Q); the certificate is
} else { expired

defaultTM.checkServerTrusted(chain, authType);

-------------- 49













// load the new certificate from an InputStream

CertificateFactory cf = CertificateFactory.getInstance("X.509");
InputStream calnput =

new BufferedInputStream(new FileInputStream("special_trust.crt"));
Certificate ca = cf.generateCertificate(calnput);

// create a KeyStore containing the trusted Certificates

KeyStore keyStore = KeyStore.getInstance(KeyStore.getDefaultType());
FileInputStream myKeyStore = new FileInputStream("mykeystore.jks");
keyStore.load (myKeyStore, null);

keyStore.setCertificateEntry("ca", ca);

// create a new TrustManager that trusts our KeyStore

String tmfAlgorithm = TrustManagerFactory getDefaultAlgorithm() ;
TrustManagerFactory tmf = TrustManagerFactory.getInstance(tmfAlgorithm);
tmf.init (keyStore);

TrustManager tms [] = tmf.getTrustManagers()







public class SecDevTM implements X509TrustManager {

10
11

{12

:3155 13

14

1
2 // a default trust manager ) S
3 private X509TrustManagef defaultTM; First, de,ega,te to the default trs
1 // a trust manager for special requirements [MdNAger. If it cannot handle ’t’tr
5 private X509TrustManager backupTM; the backup trust manager.
. T RESRSR
7 @0verride e o
8 public void checkServerTrusted(X509Certificate[]-¢hain, String authType)
9 throws CertificateException { “/”/
try{
defaultTM.checkServerTrusted(chain, authType);
ycatch (CertificateException e){
backupTM. checkServerTrusted(chain,authType)
¥
}

15

16







public class SecDevIM implements X509TrustManager {
// a list of trust managers supporting multiple key stores

private final List<X509TrustManager> trustManagers;

@0verride PP

public void checkServerTrusted(X509Certificate[] chain, String authType) =
throws CertificateException {
for (X509TrustManager trustManager : trustManagers) A

try {

trustManager.checkServerTrusted(chain, authType);
return; // someone trusts them. success!

} catch (CertificateException e) { } Pass the validation if any
+ trust manager trust it.

)14

o115

throw new CertificateException(
"None of the TrustManagers trust this certificate chain");







coniiso 0 //custom a hostname verifier

oot 9 HostnameVerifier hostnameVerifier = new HostnameVerifier() {

@0verride

public boolean verify(String hostname, SSLSession session)
return True;




//custom a hostname verifier
HostnameVerifier hostnameVerifier = new HostnameVerifier() {
@0verride

public boolean verify(String hostname, SSLSession session) A ;;
return True; o




.................. e //custom a hostname verifier

cosss 2 HostnameVerifier hostnameVerifier = new HostnameVerifier() { I
S g @Override B
e I public boolean verify(String hostname, SSLSession session) {|
o HostnameVerifier hv = SIS
o g HttpsURLConnection.getDefaultHostnameVerifier () ; SIS
B I return hv.verify("our.example.com", session);

SO }

B S S Y

SRR 1

;;;;;;;;;;;;11 // tell the URLConnection to use our HostnameVerifier

Sooniiiiiiiiit, URL url = new URL("https://our.example.org/");

HttpsURLConnection conn =
(HttpsURLConnection)url.openConnection() ;
conn.setHostnameVerifier (hostnameVerifier);
InputStream in = conn.getInputStream() ;
copyInputStreamToOutputStream(in, System.out);




//custom a hostname verifier
HostnameVerifier hostnameVerifier = new HostnameVerifier() {
@0verride
public boolean verify(String hostname, SSLSession session) {
HostnameVerifier hv =
HttpsURLConnection.getDefaultHostnameVerifier() ;
return hv.verifyv("our.example.com", session);

). Specify the expected hostname or define specific verification -
’ logic is secure! —

// tell the URLConnection to use our HostnameVerifier
URL url = new URL("https://our.example.org/");
HttpsURLConnection conn =
(HttpsURLConnection)url.openConnection() ;
conn.setHostnameVerifier (hostnameVerifier);
InputStream in = conn.getInputStream() ;
copyInputStreamToOutputStream(in, System.out);




URL url = new URL("https://our.example.com");
HttpsURLConnection conn = (HttpsURLConnection) url.openConnection();
InputStream in = conn.getInputStream() ;










Has // create a SSLSocket R

= 2 SSLSocketFactory sf = (SSLSocketFactory) SSLSocketFactory.getDefault();

3 SSLSocket socket = (SSLSocket) sf.createSocket("our.example.com", 443);

o # S
s // ... use socket ... B
o =
7 // communication ends B

s socket.close(); -



= 1 // create a SSLSocket R

;;f > SSLSocketFactory sf = (SSLSocketFactory) SSLSocketFactory.getDefault();;EEEEE
©= 3 SSLSocket socket = (SSLSocket) sf.createSocket("our.example.com", 443); = -

4 DRRRNNNARS

s // ... use socket ...  Handshaking implicitly happens when data is
e flushed. However, no hostname verification
7 // communication ends . 50n)
s socket.close(); o




// create a SSLSocket
SSLSocketFactory sf = (SSLSocketFactory) SSLSocketFactory.getDefault();
SSLSocket socket = (SSLSocket) sf.createSocket("our.example.com", 443);
//verify the hostname manually

HostnameVerifier hv = HttpsURLConnection.getDefaultHostnameVerifier(); o

if ('hv.verify(socket.getSession().getPeerHost(), socket.getSession())) { | =

throw new SSLHandshakeException(”Hostname does not match!"); e

} e

// ... use socket ... Manually calling the HostnameVerifier.verity() ensures the

secure communication.
// communication ends

socket.close();




// create a SSLSocket
SSLSocketFactory sf = (SSLSocketFactory) SSLSocketFactory.getDefault();
SSLSocket socket = (SSLSocket) sf.createSocket("our.example.com", 443);

SSLParameters sslParams = new SSLParameters(); When the algorithmﬁeldis;;;
sslParams.setEndpointIdentificationAlgorithm("HTTPS") ; | “HTTPS”, the handshaking
socket.setSSLParameters(sslParams) ; automatically performs
7/ ... use socket hostname verification.

// communication ends Setting the algorithm filed as “HTTPS” is another
socket.close(): way to secure the communication.
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i =1 PP An Empirical Study of Cryptographic Misuse in Android ...

SN SE https://sites.cs.ucsb.edu » ~chris > research » doc > ccs13_cryptolint ~ oo

SDDIEDDD DR DI R L R py M Egele - 2013 - Cited by 312 - Related articles h

The main new idea in CryptoLint is to use static program slicing to identify flows between 7o

crypto- graphic keys, initialization vectors, and similar cryptographic. SRR

.. = @ FixDroid (Android) ~CryptoLint

@ SpotBugs (Java)
@ CoverityScan (Java/C/C++) State-of-the-art

Practical /

@ CrySL (Java/Android)

CryptoGuard (our solution)

False Positives (false alerts)




How do you handle
False Positives?

or scalability and reduced FN,
we avoid
path-sensitive analysis \

CryptoGuard (our solution)

False Positives (false alerts)




22class Crypto {
23

24 String ALGO = "AES";
3 Crypto crypto; 25 String ALGO_SPEC = "AES/CBC/NoPadding";

26 String defaultKey;
public PasswordEncryptor O{ 27

String passKey = PasswordEncryptor 28

Cipher cipher;

.getKey(“pass key’) 29 public Crypto(String defKey){

crypto = new Crypto(passKey); Qy 30 j j ce (ALGO_SPEC);
31 |defaultKey = defKey; // fssigning field
32}
pyte[] encPass(String [] arg){ 33
return crypto.encrypt(argl(@el, argl[1]); C) 34 bytel[] encrypt(String txt,String key){
) 35 if (key == null){
36 key = defaultKey; ()
static String getKey(String src){ 37}
String key =/ Context.getProperty(src); | 38 |bytel[] keyBytes key.getBytes ("UTF-8");
if (key == null) { 39 byte[] txtBytes = txt.getBytes();

key = "defaultkey"; 40 SecretKeySpec keySpc =

H
return key; new SecretKeySpdc (keyBytes, | ALGO) ;

41 cipher.init(Cipher.ENCRYPT_MODE , keySpc);




String: byte[] getBytes (String)> ("UTF-8")

State indicator

= staticinvoke <PassEncryptor: String getKey (String)>("pass.key")

Resource identifier

= interfaceinvoke map.<HashMap: String get (String)>("key 1id")

Resource identifier




10° -
] w/o Rl (Apache)

=3

—1 w/RI (Apache)
E= w/o Rl (Android)
1 w/RI (Android)

| We evaluated the performance on
f@@ - 46 Apache projects
-1 -6,181 Android apps

Reduction

104 4

| Apache: 76% reduction

103 -

" Android: 80% reduction 102 ;

Number of Alerts (Log Scale)

AW A 2 = Sl
[1,2] [3] Hardcoded [10] [12] [13]<1000
Predictable KeyStore Predictable Predictable PBE lterations

Pass Salts Vs




Total Alerts

# True Positives

Precision [

(1,2) Predictable Keys 264 248 94.14 %
(3) Hardcoded Store Pass 148 148 100 %
(4) Dummy Hostname Verifier 12 12 100 %
(5) Dummy Cert. Validation 30 30 100 %
(6) Used Improper Socket 4 4 100 %
(7) Used HTTP 222 222 100 %
(8) Predictable Seeds 0 0 0%
(9) Untrusted PRM© 149 149 100 %
(10) Static Salts Manual analysis confirmed 18 false alerts ... 100 %
(11) ECB mode for Symm. Crypto 41 41 100 %
(12) Static IV 41 40 97.56 %
(13) <1000 PBE iterations Only 1.39% false positives! 97.67 %
(14) Broken Symm. Crypto ArgorTuim 50 50

(15) Insecure Asymm. Crypto 12 12

(16) Broken Hash 138 138

Total 1,295 1,277







=| SSLSocketFactory.getDefault() ;

(SSLSoCket) sf.createsocket (""mail.qgoogle.com", 443);

hv

= HttpsURLConnection.getDefaultHostnameVerifier () ;

ail.google.com, not found ");

ité@cket.close();




KeyPairGenerator keyPairGenerator = KeyPairGenerator.getinstance(algoritm); o

512 R
Forward slicin
keyPairGenerator.initialize(keySize, new SecureRandom()); 555555555555555555555555555555

This is possible because of the lightweightness of the algorithms!




We discovered misuses in Apache top-tier projects!

PAPACHE

S ﬁ“ CQHE’.‘K% & O FB "Z Apa(‘he Rang cr

Apache Tomcat

P Apache Ambari i X

WAVE

A light JAX-RS+CDI+]SON server!




MessageDigest md =|MessageDigest.getInstance(MD_ALGO); // MD5 [¢—
byte[] saltGen = md.digest(password.getBytes());

byte[] salt = new byte[SALT_SIZE];
System.arraycopy(saltGen, @, salt, @, SALT_SIZE);

int iteration :|password.toCharArray().length + 1;

return new PBEKeySpec(password.toCharArray(), salt, iteration); } f;

#number of Iterations is the length of the password




S B Rules Desc.

' Package name Violated Rules =~ e
) 2 Predictable pwds for PBE o
com.google.api 3,4,5,7 L
) 3 Predictable pwds for keystores
com.umeng.anlytics 7,9,12, 16 ) . e
4 Dummy hosthame verifier i
com.facebook.ads 5,9 16 Y . pb
5 Dummy cert. verifier L
org.apache.commons |5, 9,16 y cert. venmer
7 Use of HTTP
com.tencent.open 2,7,9
9 Weak PRNG

12  StaticlV
16 Broken hash

96% of detected issues come from mid-level libraries
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Pull requests Issues Marketplace Explore

& CryptoAPI-Bench / CryptoAPI-Bench

<% Code

0O 0D D@PODO

() Issues Il Pull requests

master ~ ¥ 1branch > 01tags

® Actions [ projects 0 wiki

Go to file

CryptoAPI-Bench Update HitpProtocolBBCasel java

src/main/java/org,/cryptoapi/bench
Jgitignore
CryptoAPI-Bench_details.xlsx
LICENSE

README.md

build.gradle

settings.gradle

README.md

CryptoAPI-Bench

Update HttpProtocolBBCasel java
Add sources

Add files via upload

Add sources

Update README.md

Add sources

Add sources

D Watch + 0 7 Star | 1 Y Fork | 5

12 Insights

83 Settings

6zadads 15 minutes ago ¥ 11 commits

15 minutes ago
17 months ago
17 months ago
17 months ago
7 months ago
17 months ago

17 months ago

Z

Comprehensive benchmark on Java Cryptegraphic misuses. It contains 16 cryptographic vulnerabilities. It contains

both secure and insecure code snippet. Please check the CryptoAPI_Bench_details.xlsx for more information,

Build Cryptoapi-bench

1.Run «cd /path/to/cryptoapi-bench

2.Run gradle clean build

A Jar will be created in cd /path/tofcryptoapi-bench/build/libs/ folder. Use different Cryptographic vulnerability

detection tools to analyze the Jar.

CryptoAPI-Bench/CryptoAPl-Bench is
now a special repository. You can
display the README of this repository
on your public GitHub profile. Send
feedback

Share to Profile

About €§3

Ne description, website, or topics
provided.

0 Readme

&8 T License

Releases

No releases published
Create a new release

Packages

No packages published
Publish your first package
Contributors 2

CryptoAPl-Bench

https://githu

b.com

-Bench

F master ~

CryptoAPI-Bench Update HitpProtocolBECasel java

brokencrypto

brokenhash
dummycertvalidation
dummyhostnameverifier
ecberypto

http
impropersslsocketfactory
insecureasymmetriccrypto
pbeiteration
predictablecryptographickey

predictablekeystorepassword

predictablepbepassword

predictablesesds
staticinitializationvector
staticsalts

untrustedprng

CryptoAPI-Bench / src f main / Java f org / cryptoapi / bench /

Add sources

Update BrokenHashCorrected.java
Add sources

Add sources

Add sources

Update HttpProtocolBBCasel.java
Add sources

Add sources

Add sources

Update PredictableCryptographicKeyCorrected.java
Add sources

Add sources

Update PredictableSeedsBBCasel.java
Add sources

Add sources

Add sources


https://github.com/CryptoAPI-Bench/CryptoAPI-Bench

CryptoAFl-Bench / CryptoAPl-Bench_details.xlsx

¥ master ~

III CryptoAPI-Bench Add files via upload

Files Code Number
- : : PredictableCryptographicKeyBBCasel .java . £ |

Vulnerability
Exists?
TRUE

Type of
Vulnerability
Static/Contant Key

Go to file

Latest commit 27eebe4 on Apr 23, 2019 ¥X) History

Method name Line number

main() 9, 12

~--|PredictablePBEPasswordBBCasel java 2:1:

Static/Contant
password

key() 16, 22

1! PredictablePBEPasswordBBCase2 java

Static/Constant
Password

key()

PredictableKeyStorePasswordBBCasel java

Static/Constant
Password

go()

:: DummyHostNameVerifierCasel .java

Dummy Verifier

verify()

DummyCertValidationCasel.java

Dummy Certificate

checkServerTrusted() 17

' DummyCertValidationCase2 java

Dummy Certificate

checkClientTrusted().

checkServerTrusted() 116

DummyCertValidationCase3.java

Dummy Certificate

checkClientTrusted().
checkServerTrusted().
getAcceptedIssuers()

10. 15. 20

~-ImproperSocketManualHostBBCasel .java

Socket Hostname
w/o verification

main()

- -[HttpProtocolBBCasel .java

HTTP

main()







SR public static void main(){

R LessThanl@ealterationPBEABICasel 1t = new LessThanleeeIterationPBEABICasel();
éﬁ;;f int count = 20;

o 1t.go(count);

Lo public void go(int count){

éﬁ;;f SecureRandom random = new SecureRandom();

é;;;; PBEParameterspec pbeParamspec = null;

f;ff% byte[] salt = new byte[32];

é;;;; random.nextBytes(salt);

é;;;i pbeParamSpec = new PBEParameterSpec(salt, count);

s

| Iteration countvalue passed to another procedure |




int count =

SecureRandom random = new SecureRandom();

random.nextBytes(salt);

if(choice > 1)

count = 1850;

PBEParameterSpec pbeParamSpec = null;

pbeParamSpec =

Multiple Class

[teration count value is determined from conditional statement

Miscellaneous




None designed to
handle path
sensitive cases







sca




endswit RIS
methodie H No@Bug SRS

b(..) Layer2 RIS
method methode g
cryptoApi2(sc) | - | |cryptoApi3(sc)| |Layerd g



Type Total Cases | Insecure Cases | Secure Cases | Reported Cases | False Positives | False Negatives | Precision Recall
Basic Cases 27 24 3 24 0 100% 100%
Multiple methods 57 56 1 54 0 100% 96.43%
Multiple Classes 23 18 5 18 0 100% 100%
Field Sensitivity 19 18 1 18 0 100% 100%
Path Sensitivity 19 0 19 19 19 0 % 0 %
Heuristics 13 9 4 9 0 100% 100%
Total 158 125 33 142 19 86.62% | 98.40%
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Consumer

| . i |
 Open Website _ |
f :"1 |
: | Fetches the Repository Commit }:
| i I
: : Returns the Latest Cormmit Information :
| I |
: : Creates a virtual environment :
i T i
i g - i
| I |
i i Starts the Notebook i
[ [T — |
: Access the NntEEDnI{ :
| ! |
Consumer binder GitHub




: Ju pyte I SecDev_Tutorial (unsaved changes)

File Edit View Insert Cell

B+ x @ B 2

¥ P Run

Join this repo's Video Chat

Kernel Widgets

WM C » code

SecDev Sampling Tutorial

Testing Imports

¥

import
import
import
import
import
import
import
import

// Maven Imports
%maven junit:junit:4.12
%maven org.apache.commons:commons-io:1.3.2

%maven commons-io:commons-io:2.7

%maven com.binarytweed:quarantining-test-runner:0.0.3

// Gradle imports

static org
static org
static org
static org
static org

.junit.Assert.
.junit.Assert.
.junit.Assert.
.junit.Assert.
.junit.Assert.

// Importing the local CryptoGuard Jar
List <String> addedJars = %jars *.jar

assertFalse;
assertTrue;
assertEquals;
assertNull;
assertNotNull;

static util.Utils.makeArg;
frontEnd.Interface.outputRouting.ExceptionHandler;
frontEnd.Interface.ArgumentsCheck;
frontEnd.MessagingSystem. routing.Listing;

Visit repo Copy Binder link

Trusted

‘ Java O




Project Plugin CryptoGuard

Retrieve source code and dependencies 5

Create and send arguments for CryptoGuard

>

Executes the scan.

<

Returns Information

Returns Information

Project Plugin CryptoGuard




2) previewFiles: Displays the dynamically retrieved files o

3) scanfFiles: Scans the dynamically retrieved files
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Coding Practices and Recommendations of Spring
Security for Enterprise Applications

Mazharul Islam*, Sazzadur Rahaman®, Na Meng*, Behnaz Hassanshuhi;—, Padmanabhan Krishnan®,
Danfeng (Daphne) Yao®
Virginia Tech, Blacksburg, VA*, Oracle Labs, Australia®
{mazharul, sazzadl4, nm8247, danfeng}@vt.edu, {behnaz hassanshahi, paddy krishnan}@oracle.com

Abstract—Spring security is tremendously popular among
practitioners for its ease of use to secure enterprise applications.
In this paper, we study the application framework misconfig-
uration vulnerabilities in the light of Spring security, which
is relatively understudied in the existing literature. Towards
that goal, we identify 6 types of security anti-patterns and
4 insecure vulnerable defaults by conducting a measurement-
based approach on 28 Spring applications. Our analysis shows
that security risks associated with the identified security anti-
patterns and insecure defaults can leave the enterprise application
vulnerable to a wide range of high-risk attacks. To prevent these

hicmkh wmicly addnnalisr swn alen ;ssscesdds acsasssss s dedlnees Faom e add

designs [14], lack of proper guidelines [15], etc., behind this
insecurity. Most of the existing methods to detect security API
misuses rely on static code analysis [7], [8], [10], [12]. [16].
Although, misconfiguring of security modules in application
frameworks has great potential to cause insecurity, their nature,
severity, prevalence, and detection feasibility are still mostly
unknown.

In this paper, we present a thorough study of framework
misconfiguration vulnerabilities in Spring Security. Qur goal
is to identifv varioms classes of these vnlnerahilities (referred




......................................................................

1YY

........................................................................... public ClaSS TDkEHPIDVidEI {'
¥ public String createToken (Authentication auth) {
Public String JWT_SIGN_KEY = "123456";
token = Jwts.builder ()

<l AR .signWith(SignatureAlgorithm.HS512, JWT_SIGN_KEY)
R R R R R R R R R R R R P RN IR RARRORRIGE // signing with a hard coded fixed secret

--Howdoes lifelong valid access tokens affect sectnty’. compact () ;

] spring: g return token;
datasource: 3 }
username: root |}

[
AR password: uOtmALFgsfxgYzEgluLX1l30

@Value("S{clientPassword}")

'''''''''' String client_password;

1] @Override
-lprotected void configure (HttpSecurity hs) throws Exception {
' hs.csrf.disable ()




- 1APTS:

-|NAME : disabling csrf

spring_sec_apis
annotation.web.configuration.WebSecurityConfigurerAdapter:
<void> configure (<http:annotation.web.builders.HttpSecurity>)

;- ]OPERATIONS:

ol: intra-forward spring_sec_apis with http

o IBMITS :

{http}: instructions matches "disable()"

;- ]CONSTRAINTS:

cl: {http} not empty

- |EXEC:

ol
if cl:
out "Disabled CSRF protection!"

NAME: const_sym_key
API: jwt_signing_ apis
io.jsonwebtoken.Jwts: <ret:io.jsonwebtoken.Jwts>
signWith(<algo:java.lang.String>,

OPERATIONS:
ol: inter-backward with jwt_signing_apis and key
EMITS:
{key}: constants of-type java.lang.String
CONSTRAINTS:
cl: {key} not empty
EXEC:
ol
if cl:
out "Keys must not be derived from constants"

<key:java.lang.String>)|.

E:]f()l]ﬂ*ft
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