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Software is everywhere

2
https:// www.eitdigital.eu/news-events/blog/article/guess-what-requires-150-million-lines-of-code/

Ford GT has over 10 million lines of code

F-22 Raptor has 2 million lines of code 

Boeing 787 Dreamliner has 7 million lines of code

Ford pickup truck F-150 has 150 million lines of code



Security of Critical Infrastructure & Cyber-physical systems (CPS)

3https:// www.ptsecurity.com/upload/corporate/ww-en/analytics/ICS-Security-2017-eng.pdf
https:// www.infosecurity-magazine.com/news/critical-infrastructure-more/

Industrial control systems (ICS) 
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Nov 2016

https:// www.theguardian.com/technology/2016/nov/28/passengers-free-ride-san-francisco-muni-ransomeware

MUNI stations displayed: 

"You Hacked, ALL Data Encrypted. 

Contact For 

Key(cryptom27@yandex.com)ID:681 
,Enter."



¢ƻ Ǉŀȅ ƻǊ ƴƻǘ ǘƻ ǇŀȅΚ ¢ƘŀǘΩǎ ǘƘŜ ǉǳŜǎǘƛƻƴ
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Survey of nearly 1,200 IT security practitioners and 
decision makers across 17 countries

https://www.bleepingcomputer.com/news/security/only-half-of-those-who-paid-a-ransomware-were-able-to-recover-their-data/

https://www.bleepingcomputer.com/news/security/only-half-of-those-who-paid-a-ransomware-were-able-to-recover-their-data/
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5ŜǾŜƭƻǇŜǊǎΩ ŎƻŘŜ ƛǎ ƎŜǘǘƛƴƎ ŎƭƻǎŜǊ ŀƴŘ ŎƭƻǎŜǊ ǘƻ ȅƻǳǊ ōƻŘȅ 



We need both -- developer training & using tools 

1. Validate input. Validate input from all untrusted data sources. 

2. Heed compiler warnings [and other warnings]. 

3. Architect and design for security policies. 

4. Keep it simple. 

5. Default deny. 

6. Adhere to the principle of least privilege. 

7. Sanitize data sent to other systems. 

8. Practice defense in depth.

9. Use effective quality assurance techniques.

10. Adopt a secure coding standard.

7

https:// wiki.sei.cmu.edu/confluence/display/seccode/Top+10+Secure+Coding+Practices

Top 10 secure coding rules



Microsoft secure development lifecycle (SDL)

8
https:// social.technet.microsoft.com/wiki/contents/articles/7100.the-security-development-lifecycle.aspx

Developers need TOOLS and more TOOLS



²Ƙƻ ǿƻǳƭŘƴΩǘ ǿŀƴǘ ǘƻ ǿǊƛǘŜ ǎŜŎǳǊŜ ŎƻŘŜΚ

9

Budget

Resources

Time
False positives





CSRF token in Java -- an example of the gap
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From C. Jackson

What is cross-site request forgery (CSRF) attack?

1. Victim has a valid 
session with bank.com

2. Victim visited a 
malicious form

3. Victim tricked into 
submitting form

5. Money transferred 
to attacker L

4. Browser automatically 
attaches session-id



Developers need help

13

άAddingcsrfόύΦŘƛǎŀōƭŜόύ ǎƻƭǾŜŘ ǘƘŜ ƛǎǎǳŜΗΗΗ L ƘŀǾŜ ƴƻ ƛŘŜŀ ǿƘȅ ƛǘ ǿŀǎ ŜƴŀōƭŜŘ ōȅ ŘŜŦŀǳƭǘέ ςa StackOverflowpost

[MengICSE 2018] Available at: https://arxiv.org/pdf/1709.09970.pdf



Developers definitely need help

άAddingcsrf().disable() solved the issue!!! I have 

ƴƻ ƛŘŜŀ ǿƘȅ ƛǘ ǿŀǎ ŜƴŀōƭŜŘ ōȅ ŘŜŦŀǳƭǘέ

άŀŘŘƛƴƎ -Dtrust_all_cert=true 
ǘƻ ±a ŀǊƎǳƳŜƴǘǎέ

άL ǿŀƴǘ Ƴȅ ŎƭƛŜƴǘ ǘƻ 
accept any certificate 
(because I'm only ever 
ǇƻƛƴǘƛƴƎ ǘƻ ƻƴŜ ǎŜǊǾŜǊύέ

14
N. Meng, S. Nagy, D. Yao, W. Zhuang, and G. Argoty. ICSE2018 



Influencers -- how much influence does StackOverflowhave?

Insecure Posts Total Views No. of 
Posts

Min Views Max Views Average

Disabling CSRF 
Protection*

39,863 5 261 28,183 7,258

Trust All Certs 491,567 9 95 391,464 58,594

ObsoleteHash 91,492 3 1,897 86,070 30,497

Total Views 622,922 17 - - -

Insecure StackOverflowposts seem to have a large influence on developers L

* In Java Spring Security for web applications
15

N. Meng, S. Nagy, D. Yao, W. Zhuang, and G. Argoty. ICSE2018 

As of August 2017



Social Dynamics on Stackoverflow

16
https:// stackoverflow.com/questions/10594000/when-i-try-to-convert-a-string-with-certificate-exception-is-raised

άǘƘŜ ϦŀŎŎŜǇǘŜŘ ŀƴǎǿŜǊϦ ƛǎ 
wrong and INDEED it is 
DANGEROUS. Others who 
blindly copy that code 
ǎƘƻǳƭŘ ƪƴƻǿ ǘƘƛǎΦέ

User: skanga[0] User: MarsAtomic[6,287]

ά5ƻ bh¢ 9±9w ǘǊǳǎǘ ŀƭƭ 
certificates. That is very 
ŘŀƴƎŜǊƻǳǎΦέ

άƻƴŎŜ ȅƻǳ ƘŀǾŜ ǎǳŦŦƛŎƛŜƴǘ 
reputation you will be 
ŀōƭŜ ǘƻ ŎƻƳƳŜƴǘέ

άLŦ ȅƻǳ Řƻƴϥǘ ƘŀǾŜ 
enough rep to comment, 
Χthen participate Χ
until you have enough 
ǊŜǇΦέ
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¢ƘŜ ǇŀǇŀǊŀȊȊƛ ŘƻŜǎƴΩǘ ƘŜƭǇ



CryptoGuardςJava Crypto Code Scanning with 
Deployment-quality Accuracy and Scalability

Max, min and avg LoC: 2,571K (Hadoop), 

1.1K (Commons Crypto), and 402K

98.6% Precision 

Out of 1,295 Apache alerts, 
only 18 are false alarms

[Rahamanet al. ACM CCS 2019]
CryptoGuardand Benchmark on GitHub

CRYPTOGUARD DEPLOYMENT & IMPACT

Nominated for NSA Science of 
Security Paper Competition

Parfait (an internal Oracle product) uses 
our approach to scan production code 



Comm. Of ACM article on CryptoGuard: https://cacm.acm.org/news/246385-a-tool-for-hardening-java-crypto/fulltext



Our tutorial today

20

(In)secure crypto coding 
examples

Secure TLS coding 
strategies

CryptoGuardintro/demo

Tool evalbenchmark



Take-home message:

ƪƴƻǿ ǘƘŜǊŜΩǊŜ ǘƻƻƭǎκǎǘǊŀǘŜƎƛŜǎκǊŜǎƻǳǊŎŜǎ ǘƻ ƘŜƭǇ 
developers secure code  

21
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Papers:
Å SazzadurRahaman, YaXiao, SharminAfrose, Fahad Shaon, KeTian, Miles Frantz, Murat Kantarcioglu, and 

DanfengYao. "Cryptoguard: High precision detection of cryptographic vulnerabilities in massive-sized Java 
projects." InProceedings of the 2019 ACM SIGSAC Conference on Computer and Communications Security, 
pp. 2455-2472. 2019. 

Å SharminAfrose, SazzadurRahaman, and DanfengYao. "CryptoAPI-Bench: A Comprehensive Benchmark on 
Java Cryptographic API Misuses." In2019 IEEE Cybersecurity Development (SecDev), pp. 49-61. IEEE, 2019.

Å YaXiao, Yang Zhao, Nicholas Allen, Nathan Keynes, and Cristina Cifuentes. "Industrial Experience of Finding 
Cryptographic Vulnerabilities in Large-scale Codebases."arXivpreprint arXiv:2007.06122(2020).

Online Resources:
Å CryptoGuard. https://github.com/CryptoGuardOSS/cryptoguard
Å CryptoAPI-Bench. https://github.com/CryptoGuardOSS/cryptoapi-bench
Å Secure TLS/SSL code examples. https://github.com/AthenaXiao/SecureTLSCodeExample
Å https:// mybinder.org/v2/gh/ franceme/cryptoguard/2020_SecDev_Tutorial

Related references



Simple Secure 
vs. 

Insecure Example

Presenter: 
Sharmin Afrose
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Code Examples for URL 

24



Simple Secure vs. Insecure Example

25

Secure or insecure?



Simple Secure vs. Insecure Example

Ç Cryptographic API: URL

Ç Vulnerability: Insecure website

26

Insecure Secure



Code Examples for Random Numbers 

27



Simple Secure vs. Insecure Example

28

Secure or insecure?



Simple Secure vs. Insecure Example

Ç Cryptographic API: Random, SecureRandom

Ç Vulnerability: Predictable number generation

29

Insecure Secure



Code Examples for Message Digests

30



Simple Secure vs. Insecure Example

Secure or insecure?

31



Simple Secure vs. Insecure Example

Ç Cryptographic API: MessageDigestόΧύ

Ç Vulnerability: Insecure cryptographic Hash

32

Insecure Secure



Code Examples for Ciphers

33



Simple Secure vs. Insecure Example

34

Secure or insecure?



Simple Secure vs. Insecure Example

Ç Cryptographic API: Cipher

Ç Vulnerability: Insecure cryptographic cipher algorithm

35

Insecure Secure



Code Examples for Cryptographic Keys

36



Simple Secure vs. Insecure Example

37

Secure or insecure?



Simple Secure vs. Insecure Example

Ç Cryptographic API: SecretKeySpec

Ç Vulnerability: Constant cryptographic key

38

Insecure Secure
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TLS/SSL Authentication 
Code in JSSE

Presenter: 
YaXiao
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Mis-configuration of TLS/SSL can cause man-in-the-
middle attacks.

References:
[1] Martin Georgiev, Subodh Iyengar, Suman Jana, RishitaAnubhai, Dan Boneh, and Vitaly Shmatikov. "The most 
dangerous code in the world: validating SSL certificates in non-browser software." InProceedings of the 2012 ACM 
conference on Computer and communications security (CCS), pp. 38-49. 2012.
[2] Na Meng, Stefan Nagy, DanfengYao, Wenjie Zhuang, and Gustavo Arango Argoty. "Secure coding practices in java: 
Challenges and vulnerabilities." InProceedings of the 40th International Conference on Software Engineering (ICSE), 
pp. 372-383. 2018.
[3] SaschaFahl, Marian Harbach, Thomas Muders, Lars Baumgärtner, Bernd Freisleben, and Matthew Smith. "Why 
Eve and Mallory love Android: An analysis of Android SSL (in) security." InProceedings of the 2012 ACM conference 
on Computer and communications security (CCS), pp. 50-61. 2012.
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TLS/SSL happens implicitly in a code snippet
Client Server

Handshake

Hello!

Server Certificate

authentication

Client Certificate
(optional)

Χ

Exception!
Connection 
terminated

HTTPS = HTTP + TLS
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Some Exceptionscan be fixed by securely 
customizing TrustManagerand HostnameVerifier

Authentication

Certificates TrustManager HostnameVerifier

Exception!

Certificates can 
be trusted

Exception!

Hostname 
is correct Success!

Caution: Customization needs to be done carefully! 
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Several examples of customized TrustManager

Certificates TrustManager HostnameVerifier

Exception!

Certificates can 
be trusted

Exception!

Hostname 
is correct Success!
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Customization 1: Secure or insecure?
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Customization 1: insecure!

no verification happens! 

It is insecure for doing nothing in the certificate validation 
methods (i.e. checkClientTrusted, checkServerTrusted).
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Customization 2: Secure or insecure?
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Customization 2: insecure!

Catching the exception without re-throw it is insecure!

no exception will be threw out! 
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Customization 3: Secure or insecure?
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Customization 3: insecure!

Bypassing the certificate validation under certain condition is insecure!

checkValidityonly 
checks whether 
the certificate is 
expired

Bypassing certificate validation
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Next, we show several SECUREcustomized 
TrustManagers.

We only show the important parts of the code.
Full examples can be found in 
(https://github.com/AthenaXiao/SecureTLSCodeExample)
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Scenario 1: The client wants to visit the internal server 
(www.our.example.com) with the self-signed certificate (or certificate signed 
by a unknown CA (certificate authority)).



52

Secure Customization 1: specified trust manager

A certificate can be specified as trusted by putting it in KeyStore.

TrustManager

KeyStore

Certificate

A keystoreis primarily a database for storing application secrets. 
KeystoresŎŀƴ ŀƭǎƻ ōŜ ǳǎŜŘ ŦƻǊ ǎǘƻǊƛƴƎ άǘǊǳǎǘ ŎŜǊǘƛŦƛŎŀǘŜǎέ ŀƴŘ /! 
chains.
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Secure Customization 1: specified trust manager
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Scenario 2: The client wants to  visit both the internal server 
(www.our.example.com) and external servers as normal.

The client has two KeyStores:
1. The system default keyStorein 

${ java.home }/lib/security/ cacerts
This keystoreis pre-populated with many well-known root CAs.

2. A specified one as scenario 1.
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Secure Customization 2: backup trust manager 

First, delegate to the default trust 
manager. If it cannot handle it, try 
the backup trust manager.
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Scenario 3: Sometimes, the system may manage multiple key stores
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Secure Customization 3: composite trust manager

Composite trust manager from 
multiple trust sources (KeyStore)

Pass the validation if any 
trust manager trust it.
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Several examples of customized HostnameVerifiers

Certificates TrustManager HostnameVerifier

Exception!

Certificates can 
be trusted

Exception!

Hostname 
is correct Success!
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Customization 1: Secure or insecure?
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Customization 1: Insecure!

Allowing all hostnames is insecure!
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Customization 2: Secure or insecure?
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Customization 2: Secure!

Specify the expected hostname or define specific verification 
logic is secure!
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TLS/SSL

HTTP FTP Others

HTTPS

TLS/SSL connection built by SSLSocketFactory

Connection can be built from 
SSLSocketFactoryInterface
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Certificates TrustManager

Exception!

Certificates can 
be trusted Success!

Failed!

The implicit authentication does not include 
Hostname Verification!

HostnameVerifier

Exception!

Hostname 
is correct is required to be done manually!
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Several examples about usage of SSLSocketFactory
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Example 1: Secure or insecure?
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Handshaking implicitly happens when data is 
flushed. However, no hostname verification 
happens! 

Hostname verification is required to perform manually!

Example 1: Insecure!
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Connectionwith raw SSLSocketFactorySecure!

Manually calling the HostnameVerifier.verity() ensures the 
secure communication.
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Connectionwith raw SSLSocketFactorySecure!

{ŜǘǘƛƴƎ ǘƘŜ ŀƭƎƻǊƛǘƘƳ ŦƛƭŜŘ ŀǎ άI¢¢t{έ ƛǎ ŀƴƻǘƘŜǊ 
way to secure the communication.

When the algorithm field is 
άI¢¢t{έΣ ǘƘŜ ƘŀƴŘǎƘŀƪƛƴƎ 
automatically performs 
hostname verification.
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CryptoGuard Design

Presenter: 
Sazzadur Rahaman



Cryptographic Misuse Detection with CryptoGuard

- CryptoGuard is a static analysis tool
- Dataflow analysis is implemented on Soot



Precise cryptographic misuse detection is hard ...

CoverityScan (Java/C/C++)

FixDroid (Android)

SpotBugs (Java)

CrySL (Java/Android)

State-of-the-art

Practical

CryptoLint

CryptoGuard (our solution)



Goal and Challenges

FP  vs.  FN  vs.  Scalability

How do you handle

False Positives?

CryptoGuard (our solution)

For scalability and reduced FN,

we avoid

path-sensitive analysis 



Sources of false positives ...

Implementations of some methods are not available!



Reduce false positives: Programming idiomsand  language 
restrictionsto the rescue!

bytes = virtualinvoke key.<String: byte[] getBytes(String)>( "UTF- 8" )

State indicator

key = staticinvoke <PassEncryptor: String getKey(String)>( "pass.key" )

Resource identifier

key = interfaceinvoke map.<HashMap: String get(String)>( "key_id" )

Resource identifier

Observation I: A vast majority of them are caused by phantom methods!



Reduction of False Alerts by Our Refinement Insights

RI I: Removal of state indicators RI II: Removal of resource identifiers
RI III: Removal of bookkeeping indices

RI V: Removal of constants in infeasible paths

RI IV: Removal of contextually incompatible constants

We evaluated the performance on 
- 46 Apache projects
- 6,181 Android apps

Apache: 76% reduction

Android: 80% reduction

We customized the Data flow analysis algorithms to incorporate these insights ...



Deployment-grade accuracy

Only 1.39% false positives!

Manual analysis confirmed 18 false alerts ...



Subproject Dependency Graph

(Apache Ranger)

ranger-plugins-commons

ranger-plugins-audit

security-admin

ranger-util

unixauthclient

plugins-kms

ranger-kms

Root-subprojects can be analyzed in parallel!

Maximum LoC: 2,571K (Hadoop); Average LoC: 402K

Challenge II: How to Achieve Scalability?

Insight: large code bases are 
modularized in sub-projects!



Other Features: CryptoGuard uses forward slicing for 
some rules (Insecure SSLSocket)

SocketFactory sf = SSLSocketFactory.getDefault() ;

SSLSocket socket = (SSLSocket) sf.createSocket(" "mail.google.com ", 443);

HostnameVerifier hv = HttpsURLConnection.getDefaultHostnameVerifier();

SSLSession s = socket.getSession();

if (!hv.verify("mail.google.com", s)) {

throw new SSLHandshakeException("Expected mail.google.com, not found ");

}

// Use SSLSession

socket.close();

SSLSocket requires manual hostname verification



Single round of analysis is not sufficient (Insecure asymmetric 
crypto)

KeyPairGenerator keyPairGenerator = KeyPairGenerator.getInstance(algoritm);

keyPairGenerator.initialize(keySize, new SecureRandom());

Forward slicing

"RSA"

Backward slicing

512

Backward slicing

Detection of Insecure RSA key size with multi round analysis

This is possible because of the lightweightness of the algorithms!



Deployment-grade scalability -- 46 open-source Apache 
projects evaluated

We discovered misuses in Apache top-tier projects!



Security finding (deterministic salt)

Weak message digest
Generates salt from the password itself!

#number of Iterations is the length of the password



Android app libraries have issues

96% of detected issues come from mid-level libraries

Rules Desc.

2 Predictable pwds for PBE

3 Predictable pwds for keystores

4 Dummy hostname verifier

5 Dummy cert. verifier

7 Use of HTTP

9 Weak PRNG

12 Static IV

16 Broken hash

Package name Violated Rules

com.google.api 3, 4, 5, 7

com.umeng.anlytics 7, 9, 12, 16

com.facebook.ads 5, 9, 16

org.apache.commons 5, 9 , 16

com.tencent.open 2, 7, 9
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CryptoAPI-Bench 
Benchmark

Presenter: 
Sharmin Afrose
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CryptoAPI-Bench Benchmark

85

Compare different 
tools relative 
performance

)ÍÐÒÏÖÅ ÔÏÏÌȭÓ 
performance

Educate 
secure code VS 
insecure code

Ç Benchmark based on Java cryptographic API misuses

Ç Contains 171 unittest cases of 16 Rules



CryptoAPI-Bench: Open-Sourced

86

https://github.com/CryptoAPI-Bench/CryptoAPI-Bench

https://github.com/CryptoAPI-Bench/CryptoAPI-Bench


CryptoAPI-Bench: Navigation

87



CryptoAPI-Bench: Structure

88

CryptoAPI-Bench

Basic Cases
Advanced 

Cases

Interprocedural

Field Sensitive

Combined Cases

Path Sensitive

Multiple Class

Miscellaneous

One procedure Different procedure

Field variable of class

Combination of interprocedural 
& field sensitivity

Map interface, etc. 

Different class 

Conditional branch



CryptoAPI-Bench: Interprocedural Example

89

Advanced 
Cases

Interprocedural

Field Sensitive

Combined Cases

Path Sensitive

Multiple Class

Miscellaneous

Iteration count value passed to another procedure



CryptoAPI-Bench: Path Sensitive Example

90

Advanced 
Cases

Interprocedural

Field Sensitive

Combined Cases

Path Sensitive

Multiple Class

MiscellaneousIteration count value is determined from conditional statement



None designed to 
handle path 

sensitive cases

CryptoAPI-Bench: Tool Evaluation1
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Tools SpotBugs CryptoGuard CrySL Coverity

Recall (%) 92.86 92.86 71.43 92.86

Precision (%) 100.00 100.00 62.50 100.00

Sharmin Afrose, SazzadurRahaman, and DanfengYao. "CryptoAPI-Bench: A Comprehensive Benchmark 
on Java Cryptographic API Misuses." 2019 IEEE Cybersecurity Development (SecDev). IEEE, 2019

Tools SpotBugs CryptoGuard CrySL Coverity

Recall (%) 0.00 95.59 58.82 19.12

Precision (%) 0.00 83.33 55.56 52.00

CryptoAPI-Bench: Basic cases in (6 common rules):

CryptoAPI-Bench: Advanced cases in (6 common rules):

1Cryptoduard: Commit id c046892  ;  CrySL: Commit id 5f531d1  ;  SpotBugs: Version 3.1.0   ;  Coverity: 29th March 2019
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Parfait-CryptoScanner
Design/Results

Presenter: 
YaXiao



93

Parfait is a scalable bug 
used in Oracle.

Parfait-CryptoScanner:
the precise and scalable 

cryptographic vulnerability 
detection supported by Parfait.

Xiao, Y., Zhao, Y., Allen, N., Keynes, N., & Cifuentes, C. (2020). Industrial Experience of Finding Cryptographic 
Vulnerabilities in Large-scale Codebases.arXivpreprint arXiv:2007.06122.

Oracle Labs Australia:

Nathan KeynesCristina Cifuentes Yang Zhao Nicholas Allen
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Scalable Layered Framework in Parfait

Entry

cryptoApi1(sc)

slicing

Exit

Χ

Χ

method	a

Time

Entry

cryptoApi2(sc)

slicing

Exit

Χ

Χ

method	b

Entry

cryptoApi3(sc)

slicing

Exit

Χ

Χ

method	c

Χ

Entry

a(..)

slicing

Exit

Χ

Χ

method	d

Layer	1

Entry

b(..)

slicing

Exit

Χ

Χ

method	e

Bug

No	Bug

ends	with

ends	with

Entry

f(..)

slicing

Exit

Χ

Χ

method	f

Layer	2

Layer	3

ÅThe analyses ensemble is optimized.

ÅThe analyses are scheduled from the 
quickest to the slowest.

ÅMore vulnerabilities can be found with 
a lower time overhead.
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Experimental Results: CryptoAPI-Bench

ÅExcellent Recall (98.4%)
ÅPerfect Precision (100%) excluding the Path sensitivity cases.
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Experimental Results: Real world applications
ÅExcellent Precision (93.44%) 
ÅGood Runtime Performance 

<10 minutes for most of them, even including millions LoC (Project 10) 


