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Abstract trust establishment mechanism needs to be flexible because
credentials are scattered at distributed locations. Must i
In ubiquitous computing environment, computing de- portantly, the authorization process needs to be decentral
vices may have small storage units and limited bandwidths.ized and support dynamic resource-sharing in order to han-
A trust management system needs to be efficient in ordedle emergency situations. Role-based cascaded delegation
to keep communication and computation costs low. The(RBCD) [24] is a delegation model that facilitates large-
trust establishment mechanism needs to be flexible, becausgcale dynamic resource-sharing in decentralized and per-
credentials are usually scattered distributedlocations. vasive environments, and is suitable for tasks where coali-
Also, the authorization process needs to be decentralizedtions are dynamically formed by role members from differ-
and support dynamic resource-sharing in order to handle ent administrative domains. In this paper, we present sev-
emergency situations. We discuss how to improve the effieral credential and trust management techniques thatefurth
ciency, flexibility, and privacy of role-based cascadeatelel improve the efficiency and flexibility of delegation transac
gations in a ubiquitous computing environment. Operations tions in the RBCD model for ubiquitous computing envi-
for managing delegation chains in the role-based cascadedronments.
delegation (RBCD) model are presented. These operations An interesting research topic is how to facilitate ubiqui-
significantly improve the performance of the decentralized tous access while protecting the user’s privacy. In particu
delegation in the RBCD model, without increasing the man- lar, the physical presence of a user while accessing certain
agement overhead. resources may be sensitive information that the user does
not want to disclose. In this paper, we describe how cryp-
Keywords: Cascaded delegation, Decentralized trust man- tographic schemes can be utilized to protect the user’s pri-
agement, Ubiquitous computing vacy in role-based access control models, such as RBCD,
for ubiquitous computing environments. We describe the

1 Introduction RBCD model next, and then summarize our contributions.

Trust management systems provide access control in en-l'l Role-Based Cascaded Delegation

vironments where initially unknown entities from diffeten
administrative domains interact and establish trust thihou The delegation-based access control model [4] sup-
mutually trusted parties. A number of trust management ports decentralized authorization through delegatioriee T
models have been proposed [4, 5, 7, 14, 15, 18, 20, 23, RBCD model[24] generalizes this conceptto role-based ac-
24, 25]. Role-based decentralized trust models [18, 24]cess control. It supports decentralized role-based dibega
combine trust management with role-based access controby allowing individual role members to delegate privileges
(RBAC) [21]. In these models, privileges can be delegated associated with their roles to others, without the paréicip
to roles, and therefore delegation is efficient and scalable tion of the administrator.

In a ubiquitous computing environment, computing de-  The RBCD protocol [24] comprises four operations:
vices may have small storage units and limited bandwidth. INITIATE, EXTEND, PROVE, and VERIFY [24]. The INITI-
A trust management system needs to be efficient in orderaTe and EXTEND operations are used by a resource owner
to keep communication and computation costs low. The and an intermediate delegator, respectively, to delegate a



privilege to a role. The ROVE operation is used by a re-

RBCD model. Such an integrated model can support more

guester to produce a proof of a delegation chain that con-flexible trust establishment than the RBCD model alone.

nects the resource owner with the requester. TE&IWY

However, there are several security and performance con-

operation decides whether the requester is granted accessiderations for such an integrated model. A resource owner
based on the proof. Delegation credentials in RBCD are should be able to control the availability of its delegation
accumulated at each delegation transaction and form a delto the credential discovery, because delegation chains con
egation chain. A delegation chain represents how trust or astructed by discovery algorithms may give authorizations t

delegated privilege is transferred from one role to another

a large number of unknown users. In addition, communi-

contains a sequence of delegation credentials that canectcation costs need to be considered in the credential chain
unknown entities and resource owners. For example, a usediscovery for better performance in ubiquitous computing.
with role managerat Central Bank issues a delegation cre- We extend the RBCD model [24] to include the support of
dentialC, to roleclerk at a state bank to authorize the right credential chain discovery algorithms. The contributiohs

of accessing a documedbc A member of roleclerk at
the state bank delegates this right to a role at a county bank
by issuing another delegation credential Credentialg™;
andC, form a delegation chain connecting the role at the
county bank with the Central Bank. An efficient RBCD

this paper are summarized next.
1.3 Our contributions

In this paper, we present several techniques to improve

protocol [24] with compact delegation credentials can be the efficiency and flexibility of role-based cascaded delega

realized based on an aggregate signature scheme [10].

tion in ubiquitous computing environments. Our contribu-

tions are summarized as follows.

1.2 Requirements in Ubiquitous Computing

1.

A decentralized trust management system in a ubiquitous
computing environment should efficiently handle dynamic
access control situations, such as an emergency room (ER)
scenario. Suppose that during an operation on a patient,
doctors find that the help of experts from several other or-
ganizations are urgently needed. These experts need to be
given temporary access to resources such as the medical
records of the patient, in order for them to make medical
decisions. Issuing authorizations through regular adsnini
trative channels may not be as fast as needed. The exist-
ing RBCD model is particularly suitable for this dynamic
delegation scenario because doctors can issue delegations
based on their credentials, without the administratorfs pa

ticipation. However, in RBCD, if a doctor wants to delegate 2.

privileges associated with several credentials (e.g.tadoc
role credential, ER access credential and medical consor-
tium membership credential), he has to generate a separate
delegation certificate for each of these credentials. Eurth
more, the doctor has to repeat this delegation process for
each of the roles that will receive the delegations. There-
fore, delegation efficiency in RBCD needs to be further im-
proved for a better performance in dynamic and emergency
access control situations in a ubiquitous computing enviro
ment.

The role-based credential accumulation approach of
RBCD avoids the need for the dynamic credential chain
discovery, which may be potentially costly in terms of com-
munication overhead. However, the ability to dynamically
construct delegation chains is important for a flexible dele
gation model. This prompts us to investigate the posgjbilit
of integrating the credential chain discovery model with th

We support the use of delegation predicates and con-
straints in the RBCD language model. Using these
specifications, the scope of delegation recipients can
be flexibly adjusted. In Section 2, we describe our
language model, which supports predicates and con-
straints. We describe in Section 4 how constraints
are specified in a delegation transaction and the algo-
rithm for verifying a delegation chain with constraints.
Delegation constraints in decentralized role-based trust
management systems such as RBCD can fine-tune the
delegation scope. We show in Section 6 that delega-
tion constraints improve the security of resources dur-
ing the credential chain discovery by specifying how a
delegated privilege is propagated.

In ubiquitous computing environments, delegations
usually take place on small devices that have low com-
putation power. To improve the delegation efficiency
of RBCD, we present a method that reduces the work-
load of a delegator in the case where there are multiple
recipient roles and multiple delegation chains to ex-
tend. In Section 5, we describe a new operation of the
RBCD protocol that reduces the number of credentials
generated by a delegator fromx m to n+m, wheren
delegation chains are to be extendedrtwoles. This

is achieved through the use of local roles. An inter-
mediate delegator only needs to perfonmEXTEND
operations andn INITIATE operations, as opposed to
n x m EXTEND operations in the original RBCD pro-
tocol [24]. Merged credentials can be easipfit back
into individual credential chains. This flexibility of
manipulating credentials allows an intermediate dele-
gator to extend multiple delegation chains or a portion



of merged privileges. the administrator of the role. Aelegation credentiak the
credential for proving a delegated privilege pAvilegecan

be role assignment(s) or action(s) on a resource. eAn
tension credentiabr extension certificates generated and
signed by a delegator on delegation transaction informatio
such as the identities of the delegator and delegatee, and th
delegated privilege. Aomplete delegation credential-
cludes a signature from a requester, extension credentials
) ) o “and role credentials. It authenticates a delegation cHain o
de_ntlals partially reduces gommunlcat|on .and compu- 5 privilege connecting a resource owner with a requester.
tation costs, because portions of Qeleganon (_:haln area partial delegation credentiak a delegation credential is-
already_captur_ed n RBCD delegation credentl_als. The suedto arole. It cannot be used by an individual for proving
credential chain discovery allows the credential hold- authorization, as it lacks the identity and role informatid

ehrs to isfbg_Sh trust Wllt_h a Iﬁ_rger nu.mtlier of respurce(jsthe requester. In this paper, we use curly brackets (for exam
through the discovery. To achieve a tighter security an ple {C?}) to refer to a set of RBCD delegation credentials.
better performance, we also modify the existing cre-

dential chain discovery algorithm. Our cRBCD model
improves the protection of shared resources by allow-
ing resource owners to specify attribute constraints that . o i
fine-tune the scope of delegations. The resource own- R0ler administered by entityl is denoted asl.r, as in
ers are given more control power over how discovered (€ 0riginal RBCD model [24]. Entityl is the administra-

delegation credentials are used for the trust establish-1°" ©f role A.r. A role defines a group of entities who are
ment of shared resources members of this role. If an entitlp has an affiliated role

. _ . B ~ A.r, herrole credentialis denoted byA AT, D, which
We also discuss in Section 7 how to utilize cryptographic jndicates thaD is assigned rolel.r by the role administra-
schemes to protect the user’s privacy in role-based accesgor 4. Entity D can delegate rold.r to a roleB.s (admin-
control models for ubiquitous computing environments. istered byB) by issuing arextension credentialwhich is

denoted byD A7, B.s. The above delegation means that
entity A delegates to rolé.s privileges that are associated
with role A.r and are controlled by entityd. It does not
automatically granB.s the privileges that ardelegatedo
role A.r. Any memberE of role B.s can further delegate

3. We show in Section 6 how to improve the flexibility of
the trust establishment mechanism in RBCD, by dy-
namically constructing longer delegation chains from
RBCD credentials distributed across the network. We
present theombined RBCcRBCD) protocol to ef-
ficiently retrieve distributed credentials. The cRBCD
model has several advantages. The use of RBCD cre

2.1 Language model

1.4 Organization of the paper

The rest of this paper is organized as follows. Defini-
tions and our language model are given in Section 2. In
Section 3, we give an example to illustrate the decentral- role A.r to a roleC.t (administered by). The correspond-
ized authorization feature of RBCD in an ubiquitous com- . o Ay
puting environment. In Section 4, we describe how attribute "9 €xtension credential is denoted By—= C't.
constraints of a delegation chain are specified and verified | e introduce attribute constraints to role and delega-
in RBCD, which is used in the following sections. Then, tion cre_dentlals. Attrlbu_te_ constraints are aSS|g_ned la ro
the mergeRBCD (mRBCD) protocol is presented in Sec- c_redentlals by role administrators, or in delegation cnede
tion 5. We describe how the credential chain discovery is 12 by delegators. For example, a resource owner spec-
combined with RBCD in Section 6. Section 7 discusses ifies that the number of times a delegation privilege can
how the user privacy of RBAC models including the role- be further extended is at most two. We express.attribute
based cascaded delegation model can be protected usinﬁonStr"’“ntttS on the arrow of a delegation expression, e.g.,
existing anonymous authentication techniques. The klate A A A= B.s, where * is a wildcard represent-
work and conclusions are given in Section 8 and 9, respec-ing that there are zero or more attribute constraints follow

tively. ing A.r.
In our combined RBCD (cRBCD) model, we define
2 Terminology and language model boolean attributeisPropagatableand all for delegation

A.r [iISPropagatableall =]

transactions, e.g4 B.s.

As in the original RBCD model [24], we define antity
to be either an organization or an individual. An entity may e isPropagatable a boolean attribute assigned by a re-
issue credentials and make requests. Also, an entity may  source owner to specify whether or not the delegated
have one or more affiliated roles or delegated roles, which privilege (e.g.,A.r) also applies to those who adel-
are authenticated by credentials. Affiliated role creden- egatedthe recipient role (e.g.B.s). If isPropagat-
tial is the credential for an affiliated role, and is signed by ableis true, those who ardelegatedhe recipient role



(e.g.,B.s) are also entitled to the privilege (e.gl,r).
For example, itA A.r [isPropagatable=true) B.S, and

B £, C'.t, then members of rol€.t are also mem-
bers ofA.r.

to specify whether or not the delegated privilege (e.g.,
A.r) also includes all the privileges that are delegated
torole A.r. If all is set to true, then all the delegations
associated with rolel.r are also given to rol&.s. For

example, ifE 22 Ay andA 7R,

—_— .S,
then members aB.s are also members @& .p.

isPropagatableand all define whether discovered RBCD

all: a boolean attribute assigned by a resource owner

is a doctor at a hospitdl, and has the access to the refrig-
erator. He has the role certificate issuedlbgtored in his
hand-held device.

r.doctor
_

L Bob

1)
Bob and his co-workers are joined by their collaborators
from a medical centefl in an emergency operation on a
patient. The collaborators are members of qodéson ex-
pertat H, and they carry smart cards that store their digital
credentials including their role credentials, for example

H.poisonexpert
H p p

Adam (2

The operation requires the experts to access the medi-

credentials can be accepted by a resource owner. If a Sezy) refrigerator in the clinic. In such an emergency situa-
quence of discovered delegation credentials form a dele~jq 4 thorizations have to be issued fast, which may not

gation chain connecting a resource owner with a requester,q accomplished through the regular administrative chan-
then for this delegation chain to be accepted by the resourcg,o| rRecp supports decentralized role-based delegation by
owner, isPropagatablein the delegation certifig{;\te issued allowing individual role members to delegate privileges as
by the resource owner must be true. In addition, the restgqiateqd with their roles to others, without the partidipat

of delegeation credentials must heaé set to true. Note ¢ e agministrator. Therefore, the authorization carsbe |
that a credential witisPropagatabléeing false can still be - g4 mych faster. Bob uses his hand-held device to create a

exten_dec_i by_rur!ning ErEND algorithm. We disc_uss the_ delegation credential (3) that includes his role credé(it)a
security implications brought by these attributes in $etti 54 5 delegation extension certificate signed with his t&iva

7.

We introduce predicates for our language model to ex- key.
press requirements for attributes of a delegatee or a delega
tion chain. Each predicate restricts the scope of delagatio
recipients. For example, the ranking of a delegatee’s role
should be greater than or equaldenior engineerWe ex-
press a predicate d3¥(attr, v), whereattr is the name of an In credential (3), the privilege of opening the refrigerato
attribute of delegation recipients,is a value, and® is an is delegated by Bob to members of rdtepoisonexpert
evaluation function such as greater-than and less-than. ABob’s role credential shows that he is allowed to delegate
predicate is evaluated to either true or false. It may spec-privileges associated with doctors. This credential (3) is
ify a constraint based on a literal value, asin(attr, 3), submitted to the credential server 6f When Adam, a
or on the value of another attribute, as>in(attry, attrs). member of H.poisonexpert wants to access the refriger-
All predicates in a credential must be satisfied in order for ator, he puts his smart card containing his role credential
the credential to be valid. Predicates are written on tHgtrig (2) in a card reader. His role credential and the credential
of delegation expression as i 27 B.s [P(attr, v)], (3) retrieved from the credential serverlore verified, and
where * is a wildcard and represents that there is zero orAdamsaccessis granted. .
more predicates followings.s. Delegation predicates and 1 his role-based authorization is established fast, becaus
constraints are used throughout this paper. In Section 4, wdt does not involve the role administrators of either organi
define how attribute constraints and predicates of a delegaZation. Itis scalable because of the role abstraction. And

tion chain are specified and verified in RBCD. aggregate signature [10] and short signature [11] schemes
can be used to reduce the credential size to improve the

transmission efficiency.

If the role L.doctor receives delegations of other roles
from different organizations, Bob can extend these dele-

In this section, we give a dynamic resource-sharing ex- gations to his collaborators, too. In the case where there
ample to illustrate the decentralized delegation featdire o are multiple collaborative roles and multiple delegations
RBCD in ubiquitous computing. to extend, the MRGE EXTENDoOperation in our proposed

In an ubiquitous computing environment, the access to mRBCD protocol can significantly reduce the computation
the medical refrigerator at a hospitélis controlled. Bob  overhead of the delegator.

r.doctor Bob

open the refrigerator

Bob H .poisonexpert (3)

3 Example scenarios



In a ubiquitous computing environment, delegation cre-
dentials are scattered across the network at distributed st

Our role-based cascaded delegation protocol support-
ing constraints has four operationsNITIATE, EXTEND,

age locations. We improve the existing credential chain dis PROVE, andvERIFY. We define them below.

covery algorithm [19] and present a cRBCD protocol to ef-
ficiently retrieve distributed credentials. cRBCD also al-
lows resource owners to specify how their delegations are
extended, by using delegation predicates and constraints.

In our models, the public-key of the recipient’s role ad-
ministrator is needed for identifying the role in a delegati
certificate. For example, to issue credential (3), Bob needs
the public-key of the role administrator in Hospitdl We
assume that Bob obtains the public-key from a public direc-
tory, and verifies the validity and authenticity of the key.

In the following sections, we first define algorithms for
specifying and verifying predicates and constraints ie-+ol
based cascaded delegation, then mRBCD protocol and cR-
BCD protocol are presented, respectively.

4 Predicates and constraints in RBCD

In this section, we describe the operations that specify
and verify the attribute constraints and predicates of a del
egation chain, which are used to fine-tune the scope of a
delegation chain. We will see in Section 6 the impact of
delegation constraints on the propagation of a delegated pe
mission and as a consequence on the number of delegatees
in RBCD.

Predicates and constraints are specified on the delegation
certification issued by a delegator at the delegation tansa
tion. For example, the resource owner specifies that only
members of roleloctorwith a ranking at leasb2 at a hos-
pital can access a medical database. Role attributes are als
specified in affiliated role credentials by role adminigirat
This predicate has two impacts to the delegation: only those
role members who satisfy this predicate (1) can access the
database, and (2) can generasdid delegation extensions
of this privilege to others. The latter means that delega-
tion credentials issued by those who have lower rankings
areinvalid and cannot be accepted by resource owners at
the verification. For a delegation chain to be valid, all the
predicates and constraints have to be satisfied at verifica-
tion. Because of the decentralized nature of the delegation
model, role members with lower ranks are not prevented
from issuing delegation extensions. However, at the verifi-
cation, delegation chains that contain credentials isyed
these unauthorized role members will not be accepted by
a resource owner, and thus the delegation constraints and
predicates are enforced.

In our protocol definitions, we ugeredto denote a pred-
icate, andConsto denote an constraint. All specified pred-
icates with respect to every delegation transaction must be
satisfied in order for the delegation chain to be valid.

e INITIATE (Pp,,

SDyg s Dg.priv, A1,
P,,,[Congx, [Predx): This operation is run by the
administratorD, of a privilege Dy.priv to delegate
Dy.priv to an affiliated roleA;.r;. This operation
initiates a delegation chain for privileg®g.priv. It

is similar toINITIATE operation of the original RBCD
protocol in [24]. The difference is that here a delegator
is allowed to specify predicates and constraints to
refine delegation scope in the credential.

Inputs include public keyPp, of entity Dy, cor-
responding private keysp,, delegated privilege
Dy.priv, role nameA;.r, public key P4, of role ad-
ministrator A;, and zero or more constrainiSongx
for the transaction and predicatf¥ed)« for delega-
tees. Output is a partial delegation credenfialfor
the roleA;.rq, represented as

Dy —>D0-p”lv [Consp* Aq.rq [Pred * .

The statement af’; has the information about the del-
egation transaction, including public kesp,, privi-
lege Dy.priv, information about roled;.r; such as
name and public key of administratel;, and dele-
gation constraints and predicates. The certificate is
signed using private keyp, .

This operation is also used by a role administratgr

to generate an affiliated role certificate for a member
D, ifthe second to the last argumentis a public key of
D;. The role credential is expressed as follows, where
[Cong* is where role attributes of an individual are
specified in the affiliated role certificate.

Dg.pri Con*
Do 2orrv NS pred) «
EXTEND(sp,, Dg.priv, Cn, Rp,, Ant1-Tntis

Py, ., [Congx, [Predx):

This operation is run by an intermediate delegator
D,, to extend delegated privileg®.priv to role
An+1.7n41- In role-based cascaded delegation, entity
D,, needs to prove to be a member of a rdlgthat has
already been delegatéd),.priv. This operation differs
from theEXTEND of the original RBCD model [24] in
that the credential’,, ; issued by the delegatdp,,
needs to prove the satisfications of all the predicates
associated wittD,,’s role A4,,.r,, in C,,.

Inputs to this operation are private kay, of dele-
gator D,,, delegated privilegeD.priv, partial dele-
gation credential’,, that gives privilegeDg.priv to



role A,,.r,, role credentiaRkp,, of delegatorD,,, role A;.r; [Pred;_1]*), and entityD;’s affiliated role mem-
nameAn+1 rn+1, public k_eyPAn+1 of role ad_mln bership @, [ sl Di [Pred]x), for all i ¢
istrator A,, 1, and constraintfCongx and predicates . . .
e . . [1,n]. F also contains the proof of possession of pri-

[Pred* specified by delegatab,,. CredentialC,, is X

. . . vate keysp,  that corresponds to public kdyp_ . D,
retrieved from a credential server. The partial delega- . o e "
. . ; . : is grantedD,.priv if the verification is successful, and
tion credential’,, is a function of the preceding exten- - .
) . . . . denied if otherwise.
sion credential and role credentials with predicates and

constraints. In general, delegation constraints and predicates are for
An extension credential denoted by issuing fine-grained delegation credentials. We show in

Dy.priv [CONS, ]« ) Section 6 an interesting application of constraints where
(Dn Ant1.rna1 [PredyJx) is they are used to control how credential chain discovery

generated as an intermediate product of operation
EXTEND. Its statement contains information about resource-sharing.

delegated privilegeD.priv, role Anii.rni1, and Note that there are two types of delegation constraints
pr¢d|cates and attrlbute_ specifications. |FIS S|gneq with depending on their semantics. One type of constraints
prlvate k_eySDn‘ Th_e final output of this _ope_ratlon should be enforced throughout a delegation chain. For ex-
is a partial delegation credentiél, 1, which is @ ;5516 the constraint on the length of a delegation chain.
function of the credential’,, the role credentiakip, The other type is effective with respect to an individuakdel
denoted by(4,, M, D,, [Pred,]*), and egation transaction, rather than the entire chain. For exam
the extension credential described above. ple, the role ranking of a delegatee. Distinguishing them
depends on the semantics of attributes defined by applica-
tions, and is out of the scope of this paper.

Security The RBCD protocols in this and the two subse-
guent sections can be implemented using any valid signa-
ture schemes. The security of the protocols is based on the
unforgeability of signature scheme used to sign credential
We allow adversaries to observe the traffic on the network.
They can also participate delegation processes, that is, an
adversary may be a valid member of a role who can issue
) o delegations and submit access requests. In our RBCD pro-
THis operation is performed by a requeste; who tocols, an adversary cannot successfully submit access re-
wants to exercise privilegly.priv. D, is an affiliated  quests on behalf of others, in particular, in the name ofrothe
member of roled,,.r,. The operation produces a proof  role members. Similarly, an adversary cannot successfully
F, which contains delegation statements and corre-issye delegations on behalf of others, even if she obtains
sponding signatures for verification. The private key another entityZ’s role credential and delegation credentials
sp, is for proving the authenticity of public ke¥/p, issued toE. This is because an adversary cannot forge a
that appears on role credentid, of the requester.  y4jid signature of2. Our protocols are secure against replay
Rp, and partial delegation credentid), together are  attacks, because it is infeasible for an adversary to forge a
to prove thatD,, is authorized privilegdy.priv. valid signature on a verifier-chosen nonce signed with other
member’s private key. These imply that an adversary cannot

propagates delegated privileges and restrict the scope of

Credential”,,1 may simply be the delegation creden-
tial C,, together with the two individual credentials.
Alternatively, D,, can compute a delegation credential
for the role A,,+1.7,+1 @s in the original role-based
cascaded delegation implementation [24] using aggre-
gate signatures [10]. Credenti@l,+; is placed on a
credential server.

PROVE(sp, , Do.priv, Rp,,Cy):

VERIFY(F): obtain or delegate privileges that are not authorized tmthe
This operation is performed by resource owigy to As described in [24], the RBCD protocol implemented with
verify that proof F' produced by requesteb,, cor- aggregate signatures [10] has a compact representation of

rectly authenticates the delegation chain of privilege credentials. In the next section, we present a method that
Dy.priv. It is similar to VERIFY in [24], but needs  can effectively reduces the number of delegation credsntia
extra work in order to check all the predicates in cre- to be issued.

dentials are satisfied. This is done by evaluating pred-

icates with values of attributes, which may come from 5 Merging delegation chains

constraint statemen{€ong specified on role creden-
tials in F. Specifically, the verifier checks whether
the signatures inF' correctly authenticates the del-
egation chain. This includes the authentication of
Dg.priv [Cons,l]*

In ubiquitous computing, delegators may use small de-
vices that have low computation power. To improve the
delegation efficiency of RBCD, we present a method that
reduces the workload of a delegator in the case where there

each delegation extensid,;_;



are multiple recipient roles and multiple delegation ckain

to extend. We introduce a new operatiorERGE EXTEND
which is run by a delegatab as follows. D first creates

a new local role, for exampld).local, and extends each

of his delegation credentials to role.local. This gives a
credential se{C}. ThenD delegates rolé.local to del-
egatees, by initiating a new delegation chain. 8¢} and

the credential for the new delegation chain are issued to the
delegatees. We refer this role-based delegation protacol a
the mergeRBCD (mRBCD) protocol. Details of the mR-
BCD protocol with MERGE EXTENDOperation are defined

next.
5.1 mRBCD protocol

The mRBCD protocol has five operationsNITIATE,
EXTEND, MERGE EXTEND, PROVE, and VERIFY. Oper-

ation MERGE EXTENDIs the new operation that handles
the merging of delegation chains. All operations support

the use of delegation constraints and predicates.

e INITIATE (Pp,, SDg s Dy.priv, Aq.ry,
Py, [Congx, [Predx):

This operation is the same as in Section 4.

e EXTEND(sp,, Do.priv, Cn, Rp,, Ant1-Tn+1,
Py, .., [Congx, [Predx):

This operation is the same as in Section 4.

e MERGE EXTENOsp, Rp, {C}, A.r, P4, [Congx,
[Pred)x):
This algorithm is run by an entityp to delegate priv-
ileges associated with a set of credenti@ls} to role
A.r. The inputs include private keyp of entity D,
a role credentiaRp of D, a set of credential$C'}
that are issued to the role 6f, a delegation recipients’
role A.r, public key P4 of role administratord of role
A.r, and constraintfCongx and predicatefPred « of
attributes.

DelegatorD first locally creates a new rol®.local.
For each credential’; € {C}, D extends the dele-
gated privilegepriv; in C; to the new roleD.local by
running EXTEND(sp, priv;, C;, Rp, A.r, Pa, null,

null) method above. (Two null arguments represent
that no constraints and predicates are definedx) E
TEND returns a credential’; that delegates privilege
priv; to role D.local. The set of credentials returned

by EXTEND operations is denoted &”’}. Next,

delegatorD initiates an intermediate delegation chain

that delegates rolé.local to role A.r, by running
INITIATE (Pp, sp, D.local, A.r, P4, [Congx, [Predx)
algorithm to generate a delegation credential C.
corresponds to a delegation chain for rdlelocal,

which is called anntermediate delegation chaiThe
outputs of this operation are credential $€t} and
credentialC,., which together are delegation creden-
tials for members of rolel.r.

PROVE(sg, V.priv, Rg,{C'}):

This algorithm is run by a requestér with role cre-
dential R, who wants to access the privile§epriv
controlled by a resource owngr. Its main difference
from PrRoVE of the original RBCD protocol [24] is
that a proof produced by this algorithm may be con-
structed from two or more delegation chains, as a result
of MERGE EXTENDoOperations.

Inputs to this operation are private key of entity F,

role credentialR gz, and a set of delegation credentials
{C’} that collectively form a delegation path between
the resource owner and the reque&ef{C’} contains
one delegation chain initiated by resource owner, and
zero or more intermediate delegation chains initiated
by intermediate delegatots The operation produces

a proof F' that proves: (1) the role of is delegated
privilegeV.priv, (2) E is a valid role member, and (3)
E can authenticate his public key.

VERIFY(F):

This operation is performed by a resource owviewn
proof F', which is submitted by a requester. If proof
F does not involve any local roles, i.e. none of delega-
tion certificates inf’ is generated by MRGE EXTEND,
then VERIFY algorithm of the original RBCD protocol
[24] is called. Otherwisel” authenticates prodf' as
follows.

V first verifies delegation credentidls, ..., C, in F,
each of them representing a delegation chain. Role
and extension credentials that constitute each delega-
tion chain are verified, and the satisfactions of all del-
egation predicates are checked. Then, the colirdct
ageshetween delegation chains are verified. Thakis,
should contain the proof of the following: (1) creden-
tial Cy is issued by resource owngt, delegated privi-
lege inC is the requested privilege, and credential

is issued to requestdr’s role; (2) fori € [2,n], the
delegated privilege iif’; is the last role (a local role)
that receives delegation in credentigl ; (3) for C;
wherei € [2,n], the original delegator is a valid mem-
ber of the second to last role that receives delegation
in credentialC;_; (for example in Figure 1, Alice is a
member ofA.docton. Finally, the prooff’ also allows

the resource owner to verify the role membership and
the public key of the requester.

1The number of intermediate delegation chains equals thebauof
times operation MRGE EXTENDIS run.



C.guest M.member P.consultant

c ———= A.doctor M ——= A.doctor p —— A.doctor
A.doctor A.doctor A.doctor
A — Alice A — Alice A — Alice

M.member P.consultant

. C.guest . ; ; . .
Alice —9Y5L Alice.local Alice Alice.local Alice —— = Alice.local
Credential (i) Credential (ii) Credential (iii)
Alice.local

Alice ————=  Hl.expert

Credential (iv)

Figure 1. An example of a delegation credential generated by the MERGE EXTEND Alice is a member
of role A.doctorat hospital A. The role A.doctoris delegated the role C.guest M.membeyand P.consultant
by organization C, M, and P, respectively. Alice extends these three delegations to ro le H,.expert
at hospital H,, through a local role Alice.localthat she creates. The local role is delegated to role

H, .expert The picture shows the components of the delegation credent ial received by role H;.expert

An example of a delegation credential generated by the6 Credential chain discovery in RBCD
MERGE EXTENDoOperation is shown in Figure 1.

The role-based credential accumulation approach of
5.2 Efficiency Improvement RBCD avoids the need for the dynamic credential chain dis-
covery [19], which may be potentially costly in terms of the
communication overhead. However, the ability to construct
The MERGE EXTENDoperation reduces the workload of dynamic delegation chain is important for a decentralized
a delegator in the case whetedelegation chains are to be delegation model. This is particularly crucial in a ubiqui-
extended ton roles. The number of credentials needed to tous computing environment, where the trust establishment
be generated by the delegator is reduced from m to mechanism among unknown entities takes places frequently
n + m. An intermediate delegator only needs to perform and thus needs to be flexible. In order to improve the flex-
n EXTEND operations andn INITIATE operations, as op- ibility of the RBCD model, we propose an integrated ap-
posed ton x m EXTEND operations in the original RBCD  proach that combines credential chain discovery with the
protocol [24]. This improvement significantly saves the RBCD protocol. When performing a verification, the cre-
computation time of intermediate delegators that are typi- dential chain discovery algorithm is used to collect RBCD
cally individual users in our model. The mRBCD proto- credentials to construct a longer delegation path. Through
col can efficiently issue authorizations to a large number of the longer delegation path, the trust between the requester
entities without the involvement of administrators. This i and resource owner can be established, while this may not
important for forming large-scale dynamic collaborations ~ be possible through individual RBCD credentials alone. An
emergency medical situations. example is shown in Figure 2. Compared to constructing

The MERGE EXTENDoOperation does not introduce any delegation chains from single credentials as in the exjstin
management overhead. It can be implemented using dat&redential discovery framework [19], using RBCD creden-
structures such as a linked list. Each RBCD credential is afi2ls as building blocks can greatly reduce the costs asso-
linked list of individual certificates. MRGE EXTEND op- ciated with the d|§covery process. We call this integrated
eration first links multiple linked lists that correspond to Model as theombinedRBCD (cRBCD).
multiple RBCD credentials, and then extends the resulting
linked list by appending new certificates from the interme- 6.1 Discovery algorithm
diate delegator. Merged credential can also be easily recon

structed into individual delegation Credentials, whichse- We have modified the credential chain discovery a|go_
ful when the holder of t_h_e credential only wants to extend rithm by Li, Mitchell, and Winsborough [19] to improve the
part of the delegated privileges to others. performance of discovery process and the security of shared

Next, we describe an approach that improves the flexi- resources. First, we do not require credential servers-of in
bility of role-based cascaded delegation in distributed-en termediate delegators to relay credential query resuts fr
ronment. one server to another. They only need to response to creden-



Figure 2. A delegation chain consists of Alice’s credential O.member

(I and credential (I), which is retrieved by the credentia | C.guest

chain discovery. (I) states that a member of  C.guestis also [isPropagatable=true]

a mgmber of O.m_ember_Because _isPropagatabIeis true in_ cre- Credential (1)

dential (I) and all is true in credential (ll), the delegated privi-

lege O.membercan be propagated to those who are delegated C.guest

role C.guest Alice is delegated role C.guestin credential (l1), € Adoctor [all=true]

where all indicates privileges delegated to  C.guestare also p Adoctor e

authorized to A.doctor. Therefore, Alice is authorized the

role O.member Credential (I1)
tial queries submitted by a requester or a resource owner. o If there is no credential returned l6y;’s server
Second, an original delegator is able to speRBropagat- delegates the privilegé priv, requesteF resets
able andall attributes to control how delegated privileges {C'} to be the delegation credentials retrieved
are used in constructing valid delegation chains. These at- from O;’s servers, and repeats the discovery pro-
tributes improve the delegation granularity of the disegve cess by runnin@iscover({C'}, V.priv).

algorithm, and can effectively control the scope of delega-
tion recipients. We further explore the security implioat
of this constraint in Section 7.

Next, we give a breath-first delegation chain discovery
algorithm that is run by a requestér. It takes an initial
set of E’s credentials{C} and a target privilegé”.priv,
and outputs a set of delegation credentigl8} that col-
lectively authorized/.priv to the requesteE’ by resource
ownerV. The algorithm assumes that credentials are stored
by delegation receivers (or their credential servers). X et
be a global seX for storing discovered credentials.

The algorithm can also be run by the resource owner
The algorithm run by a requester is likely to perform better,
because it processes a smaller number of credentials. Next,
we present the cRBCD protocol that makes use of the dis-
covery algorithm.

6.2 cRBCD protocol

The cRBCD protocol has four operationsnITIATE,
EXTEND, PROVE, and VERIFY. The MERGE EXTENDOp-

Discover({C}, V.priv): eration of mMRBCD in Section 5 can also be added to cR-
’ BCD to support the merging of delegation credentials, and
1. For each delegation credentiglin {C'}, let theorigi- is not repeated here. In the cRBCD protocol, an origi-

nal delegatobeO; and the delegated privilege be role nal delegator specifies boolean attribisferopagatableand
0,.r;. RequesteF queries the credential server of del- all in operation NITIATE, and the credential chain discov-
egatorO; to retrieve any credential 1, thatare issued  ery algorithm is used to dynamically construct delegation

to role O;.r;. chains in operation®RoVE. The cRBCD protocolis defined
2. If nothing is retrieved by any of th@;’s servers, then as follows.
the algorithm returns an empty set since there are no INITIATE (Pp, , SDy» Dy.priv, Ay.r1,
valid delegation chains connectitijs roles. Py, ,[Congx, [Predx):
3. Otherwise,F adds delegation credentiaf§’} to set This operation is run by a resource owneg to ini-
X. For each delegation credential returned bydhis tiate a delegation chain. If the delegated privilege
serversF checks if the delegated privilegeWspriv. Dy .priv is authorized not only to the affiliated mem-
bers of A;.r; but also to the delegated members of
e If yes, then a delegation chain is successfully Ay.r1, then attributédsPropagatablés set to true. If
discovered. Denote the credential that delegates  all the privileges that ardelegatedo role Dy .priv are
privilege V.priv asCy. FromCj and credentials also delegated to rold;.r;, then sell to true.
in X, E constructs a delegation chain connect-
ing himself and the resource owngr This can e EXTEND(sp,, Dopriv, Cn, Rp,, Ant1rny1,
be done by iteratively finding the delegation cre- Py, [Congx, [Preds):
dentialC; € X whose delegated privilege is the This operation is the same axEEND operation in

same as the last role that receives the delegation RBCD protocol of Section 4.

in credential’;_;. The iteration terminates when ,

the last role that receives the delegatiorCinis * PROVE(sp, V.priv, Rg, {C}):

one of the requestdr’s. Credentials in the dele- This algorithm is run by requestédf for proving that
gation chain are returned. he is delegated privilegé.priv, whereV is a resource



owner. The inputs are private key: of entity £, priv- chain is already captured in an RBCD credential, and does
ilege V.priv, a role credentiaRg of E, and a set of  not need to be discovered from scratch.

delegation credentialg”} issued taE's role. For each In decentralized delegation systems, protection of re-
credential i{ C'}, check if any of them delegates priv- source security relies crucially on the trustworthinessedf
ilege V.priv. If yes, construct and output a prosf egators. In the cRBCD model, this is particularly important
by running ROVE(sg, V.priv, Rg,{C}) of mMRBCD because delegation chains are construatbtioc The cre-
protocol in Section 5. Otherwise, run algoritHbis- dential chain discovery is used to give more possibilities
cover({C}, V.priv). If Discover returns an empty  for an unknown requester to establish trust with a resource
set, then no valid delegation chain can be found and anowner. In the mean time, our cRBCD model provides re-
empty setis returned. Discover returns a non-empty  source owners a way of restricting the scope of resource-
credential sefC'}, then output a proaf’ that contains  sharing by specifying the boolean attribig®ropagatable
{C"}, role credentiaR s, and a signature signed with andall.

sp on anonce chosen by the verifier. We improve the delegation granularity by making two
distinctions. AttributasPropagatablalistinguishes the af-

e VERIFY(F): filiated members of a recipient role from the delegated
Let C1,...,C, be delegation credentials in prosf, members of the role. The existing discovery algorithm [19]
each of them representing a delegation chain. Dele-implicitly assumes a delegation can be applied to both affil-
gation credential’; is issued by resource ownéf, iated members and delegated members of a recipient role.
the delegated privilege ift; is the requested privilege. This may give authorizations to a large number of users,
The delegation credentiél, is issued taE’s role. which may not be desirable by the resource owner in some

applications. We give resource owners the ability to fine-
tune the scope of recipient roles in order to improve the
protection of shared resources.

Another distinction is made on the scope of the delegated
privilege (e.g.,A.r) using attributeall. A resource owner
Then, the correclinkagesbetween delegation chains can rgstrict th_at qnly permissions associateql with de-

fined in organizatioM are delegated. Otherwise, whalh

are checked: delegated privilegedh (for 2 < i < n) ) . ) .
is the same as the last role receiving delegation in cre-'S true, the delegated privilege also includes all the permi

dentialC;_,. For example in Figure Z;.guestis the Zlonstﬂ:jaé are d(e)le?qte(:htolr(:fer by Othtir odrglamz?tlons
last role on the delegation chain in credential (1). It is beno ed t)Org. tn ytln d'e ater ((:jazei et' € egha 1on ca_n h
also the delegated privilege in credential (I1). Finally, € used fo construct a discovered delegation chain, whic

the proof F' also allows the resource owner to verify gives more authorizations to the recipient role than in the

the role membership and the signature of the requester.former case. The existing discovery algorithm [19] im-

plicitly assumes the latter case, which may not always be
The credential chain discovery algorithm retrieves in- N€cessary and could compromise the security of the shared

dependently issued credentials and dynamically construct "€S0Urces owned by other organizatiénsy. In compari-
delegation chains. It also helps to reduce the number ofSON, We allow resource owners to control over the scope of

credentials carried by delegatees. Next, we discuss severdN€ delegated privileges. The decision made by a resource
features of our cRBCD protocol. owner can be based on factors such as the trustworthiness of

recipients, the scope of recipients, and the sensitivithef
to-be-shared resources belong to other organizatibns

In summary, the cRBCD model improves the granularity of
decentralized delegations, which strengthens the protect
of shared resources.

Attribute isPropagatablemust be true in credential
C4, and attributeall must be true in all of credential
Cs,...,C,_1. Otherwise, the verification fails.V/
then authenticates the delegation credeqtiahrough

C,, by verifying signatures and evaluating predicates.

6.3 Flexibility and Security Improvements

The credential chain discovery in combination with the
cascaded delegation allows the credential holders to-estab
lish trust with a larger number of resources through the dis- ] . L .
covery. This flexibility does not cause any significant man- /7 User Privacy in Ubiquitous Computing
agement overhead because the credential infrastructure is
the same as in the RBCD model [24] and the discovery pro-  An important privacy consideration in ubiquitous com-
cess can be fully automated. The use of RBCD credentialsputing is that thesmart computing environment may be-
reduces communication and transmission costs in the crecome an intelligent surveillance system that monitorsyever
dential chain discovery. It requires fewer queries to con- move of its users. One of the challenges for decentralized
struct a delegation chain from RBCD credentials than from trust management models in a ubiquitous computing envi-
individual credentials, because some portion of a delegati ronment is how to protect the user privacy while maintain-



ing the security of the shared resources. In this section, we8 Related work
describe how existing group signature schemes can be used

to protect thedentity of a delegator in role-based delega- In this section, we compare our work with related decen-

tion models for ub|qU|t_o_us computing environments. The 5 ji;eq tryst management frameworks. Eschenauer, Gligor
goal is to allow an individual to delegate on behalf of her 54 garas presented a model for trust establishment in mo-
role without disclosing her identity. bile ad-hocenvironment [15]. Arad-hocenvironment does

In the existing role-based decentralized trust manage-not assume any pre-established role-management infras-
ment models including the ones in the previous sections, thetructure such as role administrators and credentials.€Fher
role membership of a user is authenticated by a role certifi-fore, the generation, issuance, and the distribution &t tru
cate issued by the role administrator. The certificate isual evidence such as credentials are different from the con-
contains the public-key or the identity of the user. However text of the ubiquitous computing environment where pre-
a key observation is that in the role-based models what isestablished role-management infrastructures are pessibl
important to authentication iS the r0|e membership Of a,user Trust evidences that are generated by recommendations
not his identity. Therefore, a user only needs to prove to agnd past experiences have been used for trust establish-
resource owner his role membership without disclosing his ment in bothad-hoc and ubiquitous computing environ-
identity. The resource owner only needs to verify the valid- ments [6, 23, 25]. This type of trust evidences is flexible to
ity of a role membership, not the identity of a requester. In cojlect, because it does not require any pre-established ad
the mean time, for accountability reasons, there should be anjnistration insfrastructure. However, it is difficult tee:
mechanism to revoke the anonymity of the user and revealhe abstraction of roles in these trust establishment model
his identity. and thus the scalability of the model is low in comparison

The anonymous role-based authentication can Dbeto the role-based trust management models such a@&The
achieved using group signature schemes. Group signaturegramework [18] and the RBCD model [24].
introduced by Chaum and van Heijst [13], allow members A number of trust management and distributed autho-
of a group to sign messages anonymously on behalf of therization systems have been proposed, for example KeyNote
group. Only a designated group manager is able to identify[7], delegation certificates [4], SPKI [14], Delegation liog
the group member who issued a given signature. Further-(DL) [17], proof-carrying authorization (PCA) [1], arRT
more, it is computational hard to decide whether two dif- framework [18]. Among themRT framework is arole-
ferent signatures are issued by the same member. For th&asedrust management framework for distributed environ-
role membership authentication in role-based models suchments. It supports decentralized authorization [18] afetro
as RBCD, the resource owner asks the requester to producased delegation as in RBCD models. Our cRBCD model
a group signature on a nonce. The correct verification of thein Section 6 combines the credential chain discovery algo-
signature against the group public-key indicates the itglid  rithms of theRT framework with the role-based cascaded
of the requester’s role membership. The anonymity of the delegation, which gives the original RBCD model more
role member can be revoked with the help of the role admin- flexibility in constructing delegation chains.
istrator, who acts as a group manager in the group signature  The use of local (temporary) principal or key can be
scheme. found in existing authorization systems such as DL [17] for

To make authentication efficient in a distributed and controlling delegation scope. However, the main diffeeenc
ubiguitous computing environment, the group signature between our RBCD models and distributed authorization
scheme has to be efficient. In early group signature schemesvork [1, 17] is that RBCD allows an individual to delegate
[13], group public keys grew with the size of the group and on behalf of a role and gives a mechanism to authenticate
were inefficient. A group signature scheme with constant- the delegator’s role membership and thus the delegation va-
sized public keys was first given in [12], and followed by lidity. This features are not previously supported by any
a number of improvements [2, 3, 8, 9, 16, 22]. Recently, trust management or distributed authorization systems.
a group signature scheme was presented by Boneh, Boyen, Although decentralized trust management systems, such
and Shacham [8] that significantly shortens the signatureasRT, are designed for coventional distributed computing
length, compared to the RSA-based state-of-the-art groupenvironment, they can be adopted in ubiquitous comput-
signature scheme by Ateniestal.[2]. BBS group signa-  ing environments for trust establishment across admazistr
ture is under 200 bytes long and offers approximately the tive domains. This is possible because these models allow
same level of security as a group signature five times longerthe trust to be transferred through delegation chains. The
in [2]. This improvement in the signature size significantly delegation process iRT requires the participation of role
reduces the signature transmission time and storage spacadministrators. This involves unnecessary communication
of mobile or small devices in a ubiquitous computing envi- overhead with the administrators. Therefore, it may not
ronment. be efficient enough to accomodate the dynamic resource-



sharing in the ubiquitous computing. In comparison, our

RBCD model presented in this paper allows scalable, de-

centralized, and efficient role-based delegations wittioait
participation of role administrators.

9 Conclusions

[7]

We have presented several credential and trust manage-|g]
ment techniques that improve the efficiency and flexibility

of the role-based cascaded delegation model without in-
creasing the management complexity. These improvements

are important to the performance of delegation operations i
a ubiquitous computing environment. The mRBCD model
supports the merging of multiple delegation chains and im-
proves the delegation efficiency. The cRBCD model im-
proves the delegation flexibility by integrating the cretin
chain discovery with the cascaded delegation. We have also

described how attribute constraints of a delegation chaina [10]

specified and verified, which are used in the cRBCD model

to restrict the scope of the resource-sharing. Finally, we
have discussed how the privacy protection of RBAC models

in ubiquitous computing can be improved with the anony-
mous authentication of group identification techniques.
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